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Copyright Notice 

 All rights reserved. This publication may not be reproduced, transmitted, 

transcribed, stored in a retrieval system, or translated into any language or 

computer language, in any form or by any means, electronic, mechanical, 

magnetic, optical, chemical, manual or otherwise, without the prior written 

consent of Storageflex Inc, Inc. 

Disclaimer Storageflex Inc makes no representations or warranties with respect to the 

contents hereof and specifically disclaims any implied warranties of 

merchantability or fitness for any particular purpose. Furthermore, Storageflex 

Inc reserves the right to revise this publication and to make changes from time 

to time in the content hereof without obligation to notify any person of such 

revisions or changes. Product specifications are also subject to change without 

prior notice. 

Trademarks Storageflex is a trademark of Storageflex Inc. 

 Windows is a registered trademark of Microsoft Corporation. 

 Mac OS X is a registered trademark of Apple Computer, Inc. 

 Linux is a trademark of Linus Torvalds. 

All other names, brands, products or services are trademarks or registered 

trademarks of their respective owners. 
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Contact Information 

Customer Support Contact your system vendor or visit the following support sites. 

 http://www.Storageflex.com/ 

http://www.storageflex.com/
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About This Manual 

 This manual describes how to install and use the web-based interface of your 

NAS system. 

For the following subjects, consult other resources for more information: 

 Components that are not user-serviceable: Contact our support sites. 

 Hardware operation: Consult the Hardware Manual in the product CD-ROM. 

Version Description Date 

1.0 Initial version July 2012 
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Getting Started with the Web 

Interface 

Navigating the Web Interface 

 Manage your HA3969U system with embedded utility software which is 

accessible through the web browser. You do not need to install a desktop 

application, except for the NAS Finder utility to locate your NAS system’s IP 

address for first time use. As long as there is an available Internet connection, 

you can manage your NAS system from anywhere, at anytime. 

For hardware setup, refer to the hardware manual of your model. 

When the web interface seems to get stuck processing a task, do not 

immediately refresh the browser since it might disrupt the ongoing process 

and cause system errors. Wait for a while until the process completes; 

refresh the browser only after giving the NAS system enough time. 

Navigating the 

Home Page 

The home page shows you the system status on the right side, shortcuts to 

useful tasks and pages as well as system events in the middle, and menus on 

the left side. 

System Tasks Click these wizard icons to quickly configure your NAS system and to view the 

system information. 
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The icons will lead you to the following menus: 

 Add User Account > User > Add 

 Create Shared Folder Folder > Share > Add 

 Backup Data Backup > Snapshot > Add 

Backup > Remote Replication > Add 

Backup > Pool Mirror > Add 

 View System Information Status > System Info 

Recent Events View the recent event messages at a glance. 

 

Click Show All to view all event messages (Maintenance > Log menu). 
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Capacity Usage Check the current usage of your NAS system’s storage capacity. 

 

You can also view the storage usage in the Status > Overview menu. 

System 

Performance 

View the current hardware and software performance as well as the number of 

users online. 

 

You can also monitor the hardware and software performance in the Status > 

Dashboard menu. 
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System Health View the conditions of hardware components and internal temperature. Hover 

your cursor over each item to see detailed parameters. 

To view events related to each component, click the History link. You will jump to 

the relevant information in the Event Log (Maintenance > Log menu). 

 

You can also view the same information in the Status > Overview menu. 

Understanding Screen Elements 

Menu Bar Allows you to navigate the menu. Click the plus (+) symbol to open submenus. 

 

Shortcut / Explorer 

/ Home Button 

 Shortcut Button: Allows you to access major functions with a click. 

 Explorer Button: Allows you to manage your data in a file explorer style. 

 Home Button: Navigates you back to the home page. 

 

Logout / Links 

Menu 

 Logout: Allows you to logout of the interface and brings you to the Login 

screen. 
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 Links: Provides links to useful support-related pages. 

Online Help Click the question mark icon below the Links menu open an Online Help item 

describing the current menu. 

 

To view all Online Help items, click the Links menu and select Online Help. 

About 

View the software version and service ID of your NAS system. The service ID 

might be required when you need the device to be investigated by the service 

personnel. Click OK to close the window. 

Main Screen (with 

Submenus) 

Each function icon is accompanied by a short description to aid your 

understanding. Click the icon or title to access its function. 

Main Screen 

(without 

Submenus) 

Read the short description below the title to understand the meaning of the 

menu item. Use the bottom menu bar to configure. 
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Accessing the Web Interface 

Computer 

Requirements 

Hardware 

 CD-ROM drive 

 LAN access 

OS 

 Microsoft Windows XP, Vista, 7 (32/ 64 bit), Windows Server 2003 R2, 2008 

(32/ 64 bit) 

 Apple Mac OS X 10.5, 10.6 

 Redhat Linux 

Browser 

 Internet Explorer 7 or later 

 Firefox 3.5 or later 

Using NAS Finder to Locate Your NAS System 

 The NAS Finder application allows you to locate your NAS system’s IP address 

and offers instant connection to your NAS system. 

To open the NAS Finder, browse the product CD-ROM and activate 

NASFinder.exe. 

 

Prerequisites  Make sure that both your computer and NAS system have already been 

connected to the network via Ethernet cables. 

 The NAS Finder application works only in a Windows OS environment. 

NAS Finder 

Interface at a 

Glance 

The NAS Finder interface consists of a device list window which shows the NAS 

systems found on your network, a language selection menu, and menu buttons 

at the bottom of the screen. 
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Locating Your NAS 

System 

1. Select your preferred interface language from the Language drop-down 

menu. 

 

2. Click the Find button. A pop-up window will appear. 

 

 

3. You have two search options, depending on your network configurations: 

 Choose Find immediately if: You do not know your NAS system’s subnet 

mask or you want to find all NAS systems on your network. This is the 

recommended option unless you have a reason not to. 

 Choose Find inside a subnet if: You already know the subnet mask of your 

NAS system. 

4. Click the Start button. The NAS Finder will start searching for your NAS 

system. A bar at the bottom left corner will appear, showing the search 
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progress. The Find button turns into “Stop,” allowing you to halt the search if 

you want. 

 

5. When the search is completed, the bar disappears and the list of NAS 

systems on the network will appear in the list. 

 

If your NAS system does not appear, read the next section to locate it 

manually. 

6. Click (highlight) your NAS system in the list and click Connect. The web 

interface will open in your computer’s default web browser. 

 

Waking Up 

Powered-Off NAS 

Systems 

You can activate a powered-off NAS system and login using the Wake-on-LAN 

function. 

How Wake-on-LAN Works 

A special message called Magic Packet will be sent from NAS Finder to the 

MAC address of the NAS system to power it up over the network. 

Power On

NAS NAS Finder

(MAC Address) Magic Packet
 

7. A previously found, powered-off NAS system will appear in the Discovered 

Device List in gray color. 
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8. When you select the device, the “Connect” button will turn into the “Wake” 

button. 

 

9. Click the Wake button. The NAS system will boot up and the login screen will 

appear. 

Notes on 

Wake-on-LAN 

 Wake-on-LAN works only if (1) the NAS system has been previously located 

by the NAS Finder and (2) the IP address of the NAS system has not been 

changed. 

 NAS Finder does not actively monitor the IP address of the NAS system. 

Therefore, if the IP address of the NAS system changes has been changed 

since the last search, Wake-on-LAN will not work. 

Closing the NAS 

Finder 

To close the NAS Finder, click the Close button at the bottom or click the  

icon at the top right corner. 

When NAS Finder Cannot Locate Your NAS 

 When NAS Finder cannot locate your NAS system, follow the procedures to 

assign a valid IP address to your NAS system manually. 

The procedures are for Windows-based environments. A similar process 

should apply for other OS environments. 

Static IP Address The NAS Finder may not locate a NAS system if its IP address is still the default 
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value, 10.0.0.2 (LAN Port 1). 

 If the NAS system has been (a) powered on for the first time or (b) reset to 

factory settings, the system will look for its IP address through DHCP 

(assigned automatically by the router). If it cannot locate a DHCP address for 

3 minutes, it will pick the default static IP address of “10.0.0.2” for LAN Port 

1. 

 If the address “10.0.0.2” has been assigned, it means you have to manually 

assign a valid IP address to your NAS system. 

Determining a Valid 

Static IP address 

for Your NAS 

System 

These procedures describe how to find a valid static IP address for your NAS 

system. If you want an IP address to be automatically assigned to  

1. Find out your computer’s current IP address. Press the Windows key and r 

key together (Windows + R) to bring up the Command Prompt. 

2. In the Command Prompt, enter ipconfig. The IP address of your computer 

will appear. 

 

3. Note the IP address and subnet mask down. 

4. Decide which IP address you want to assign to your NAS. It should share the 

first nine digits with the computer’s IP address. For example: 

Computer: 172.18.6.97 

NAS: 172.18.6.1 to 172.18.6.255 (except for 172.18.6.97) 

5. Make sure that the chosen IP address has not been used by other devices 

by pinging it in the same Command Prompt screen. Type ping 172.18.6.xxx. 
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6. When the message “Request timed out” comes back, it means the chosen IP 

address has not been used and you can assign it to your NAS. 

Assigning a Valid IP 

Address to Your 

NAS System 

Follow these steps to reconfigure your NAS’s IP address. 

1. Directly connect your NAS system to your computer through the Ethernet 

cable. 

2. Change the computer’s IP address as follows. 

IP address: 10.0.0.xxx (any number from 1 to 255 except 2) 

Subnet mask: 255.255.255.0 

3. In Windows environment, follow these steps to change the IP address. 

3-1. Go to Desktop, right-click on My Network Places icon and select 

Properties. 

3-2. Right-click Local Area Connection and select Properties. 

3-3. Double-click the Internet Protocol (TCP/IP) in the General tab. 

3-4. Enter the IP address and subnet mask in the General tab. 

4. Now you can access your NAS through your web browser. Type in the 

address 10.0.0.2 in your browser’s address bar and press Enter. 

 

You should enter either the Startup Wizard or the standard Web Interface. 

See each menu section for more details on login. 

5. Change the IP address setting to a valid static IP address. 

Startup Wizard: Step 2 

Web Interface: Configuration > Network > Basic Settings menu 

6. Reconnect the Ethernet cable of both the NAS system and computer to the 

switch. 

7. Reset the IP address of your computer and reboot. 

8. Now you should be able to access your NAS system through the designated 

address. 

Logging into the Web Interface 

Steps Type your NAS system’s IP address in the browser’s address bar and press the 

Enter key. 
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The login screen will appear. 

If you are using your NAS system for the first time , you might enter the 

Startup Wizard instead. Read the instructions after this section. 

Steps 

 

Select your preferred language from the top right corner. You can also jump to 

useful support links. 

 

 You can also change the language in the Configuration > System > 

Language menu. 

 The links are also available in the Home Page. 

Enter the following login account. 

 User name: admin 

 Password: (The password of your choice: the default is admin) 

You may change the password in the Configuration > System > Admin 

Password menu. 
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Check optional items: 

 Remember User Name: The user name will be automatically filled in from 

the next time. 

 Remember Password: The password will be automatically filled in from the 

next time. 

 SSL Login: The user name and password will be encrypted according to the 

SSL (Secure Sockets Layer) 2.0 protocol for additional protection. 

Click Login. The home page will appear. 

 

Logging Out To log out of the web interface, click the Logout icon at the top right corner. 
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Initializing Your NAS System through Startup Wizard 

 The Startup Wizard is a step-by-step tutorial function that appears only when 

you are accessing your NAS system for the first time 

The Startup Wizard allows you to quickly configure basic system parameters 

including device name, IP address, current time, and administrator password. 

You can configure each item step by step. Click Next to move to the next step or 

Back to move back to the previous step. 

Step 1: System 

Parameters 

The initial screen allows you to configure basic system parameters. 

 Host Name: Enter a unique name for your NAS system. This becomes 

necessary if there are more than one identical NAS models in your network. 

 Timezone: Select your local time zone from the pull-down menu. 

 Password: Specify a new password for the administrator user (admin) for 

security. If you do not enter any new password, the default password (admin) 

will be used. 

 

Step 2: Network The current IP address settings will appear. By default, DHCP service will be 

activated, assigning your NAS system IP addresses automatically. The Link 

indicator to the right shows which interface is connected to the network. 

To assign a static IP address (plus netmask and gateway) manually, check the 

radio in the IP address corner and enter new parameters. 

 

Step 3: Storage If an existing storage pool is detected in the hard drives, a popup will ask you to 
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Pool keep using it instead of creating a new one. 

 If you choose to keep the pool, the NAS system will reboot and the web 

interface will shut down. 

 If you choose not to keep the pool, the pool as well as any user data in it will 

be deleted. You will create a new pool following instructions in this step. 

You need at least one storage pool to use your NAS system as a network 

attached storage system. 

 Pool Name: Enter a unique name for the storage pool. 

 Data Protection Level: Choose the RAID protection level. Note that the 

higher the protection level becomes, the more disk drives are required due to 

the redundant drive requirements. 

The summary of the storage capacity will appear at the bottom. Click Next. 

 

All available disk drives will be chosen as the members of this pool. If you 

want to add more member drives or spare drives, edit the pool or create a 

new one later in the Storage > Pool menu. 

Step 4: Users Add at least one user for accessing the storage pool you have created. Note 

that this user is for accessing and sharing data, not for configuring your NAS 

system. 
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(The default user account is: username: guest, password: guest.) 

 Name and Password: Enter the user account. 

 Home Directory: Create a dedicated directory for this user inside the storage 

pool. 

Click Next. 

 

Step 5: Share Create at least one folder to be shared among users. 

 Folder: Enter the folder name. 

 Access Rights: Specify if users can write into the folder, or only read from it. 

Click Next. 

 

Step 6: Summary The summary of system parameters, IP address, storage pool, user accounts, 

and shared folder will appear. 

Click Apply to complete initial configurations or Back to reconfigure them. 

The initialization might take 10 minutes or less, depending on the storage 

capacity. When it completes, please refresh the browser screen. You will be 

redirected to the Login screen (see the previous section). 

Confirming the 

Settings 

To confirm or modify the parameters you have configured, go to the following 

menus. The Startup Wizard will no longer be available. 

 Host Name: Configuration > System > Host Name 

 Time zone: Configuration > System > Date/Time 

 Password: Configuration > System > Admin Password 
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 IP Address: Configuration > Network > Basic Setting 

 User: Account > User 

 Share: Folder > Share 
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Managing Your Data with the Web Interface Explorer 

 Manage files (add, delete, share, upload, and download) through a desktop-like 

file explorer window. 

Go to Explorer 

 

Overview The Explorer feature shows the data structure in an intuitive manner similar to 

file organization applications such as Windows Explorer. 

 

File Hierarchy The file system is structured around the storage pools and their folders. 

 

 Pool The pool is the fundamental storage unit in which folders 

reside. 

 Folder A folder is created under a pool. 

 File A file can reside inside a folder. 

Menu Create Folder Allows you to create a new volume or folder. 

 Create iSCSI Allows you to create an iSCSI target. 

 Edit Allows you to edit the configurations of an existing 

volume or folder. 
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 Delete Allows you to remove an existing volume or folder. 

 Share Allows you to share an existing volume or folder over the 

network. 

Window Icons  Aligns the directories horizontally 

  Aligns the directories vertically 

  Goes to the higher directory 

  Virtual pool 

  Folder 

  Shared folder 

  iSCSI target volume 

Creating a Shared Folder 

 Manage files (add, delete, share, upload, and download) through a desktop-like 

file explorer window. 

Go to Explorer 

 

Creating a New 

Folder 

Select a pool and click Create Folder. Configure the parameters. 
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The new volume will appear in the list. 

 

 Folder Name Enter the name of the new volume. 

 Quota Quota represents the maximum disk capacity allocated 

for the virtual volume. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of data blocks. 

Deduplication does not change the size of the 

original data. 

 Antivirus Enables antivirus scanning on the folder. This option will 

be disabled if no antivirus software is found on the 

computer. 

 Compression Enables data compression for new data on the folder. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 
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power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 

When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 

Editing/Deleting a 

Folder 

 To edit the parameters of a folder, select a folder and click Edit. 

You cannot change a shared folder into an iSCSI target volume (vice 

versa). 

 To remove a folder, select it and click Delete. 

Creating an iSCSI Target Volume 

 Create an iSCSI target volume, which enables NAS to be seamlessly integrated 

into existing iSCSI networks without complicated configurations. 

Note To use this feature, first enable iSCSI service in the Configuration > Service > 

Share menu. 

Go to Explorer 

 

Creating a New 

iSCSI Target 

Volume 

Select a pool and click Create iSCSI. Enter the parameters and click Next Step. 
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 View the summary of configurations and click Back to modify or OK to complete. 

 

The new iSCSI target volume will appear in the list. 

 Volume Name Enter the name of the new volume. 

 Size Caps the maximum disk capacity allocated for the virtual 

volume. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Thin Provision / 

Reserved 

Allows the system to allocate actual storage capacity as 

needed. The “Thin-Provisioned” size determines the 

theoretical capacity. The “Reserved” size determines the 

physical capacity available at the beginning. Make sure 

that the reserved size does not exceed the hypothetical 

(thin-provisioned) size. 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of data blocks. 
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Deduplication does not change the size of the 

original data. 

 Compression Enables data compression for new data on the volume. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 CHAP If you want to add password protection, check CHAP 

Access (Change-Handshake-Authentication-Protocol) 

and enter the username (CHAP name) and password 

(CHAP secret) of your choice. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 

When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 

Editing/Deleting a 

Volume 

 To edit the parameters of a volume, select a volume and click Edit. 

You cannot change a shared volume into an iSCSI (vice versa). 

 To remove a volume, select it and click Delete. 

About Thin 

Provisioning 

Thin provisioning refers to a technique that automatically allocates storage 

capacity as required. 

Traditionally, when a virtual pool is initially created, a large amount of physically 

drive capacity is allocated to each storage element to address future needs. 

Two shortcomings exist in this method: (1) the unused capacity tend to become 

wasted, and (2) once the allocated capacity is fully used, expanding it is not 
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straightforward. 

Thin provisioning eliminates this problem by “virtually” allocating a large 

capacity to each element, but physically assigning just the amount required at 

the moment. As the capacity need increases, additional storage will be 

automatically drawn from the storage pool. Storage utilization will greatly 

improve and users will remain free from monitoring and adding storage capacity 

manually. 

Creating a Fibre Channel Target Volume 

 Create a fibre channel target volume, which enables NAS to be seamlessly 

integrated into existing fibre channel networks without complicated 

configurations. 

Note To use this feature, first enable fibre service in the Configuration > Service > 

Share menu. 

Go to Explorer 

 

Creating a New FC 

Channel Target 

Volume 

Select a pool and click Create FC. Enter the parameters and click Next Step. 

 

 Map the volume to fibre channel ports. 
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View the summary of configurations and click Back to modify or OK to complete. 

 

The new fibre channel target volume will appear in the list. 

 Volume Name Enter the name of the new volume. 

 Size Caps the maximum disk capacity allocated for the virtual 

volume. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Thin Provision / 

Reserved 

Allows the system to allocate actual storage capacity as 

needed. The “Thin-Provisioned” size determines the 

theoretical capacity. The “Reserved” size determines the 

physical capacity available at the beginning. Make sure 

that the reserved size does not exceed the hypothetical 

(thin-provisioned) size. 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of files. 

Deduplication does not change the size of the 
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original data. 

 Compression Enables data compression for new data on the volume. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 

When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 

Editing/Deleting a 

Volume 

 To edit the parameters of a volume, select a volume and click Edit. 

You cannot change a shared volume into a fibre channel target (vice 

versa). 

 To remove a volume, select it and click Delete. 

About Thin 

Provisioning 

Thin provisioning refers to a technique that automatically allocates storage 

capacity as required. 

Traditionally, when a virtual pool is initially created, a large amount of physically 

drive capacity is allocated to each storage element to address future needs. 

Two shortcomings exist in this method: (1) the unused capacity tend to become 

wasted, and (2) once the allocated capacity is fully used, expanding it is not 

straightforward. 

Thin provisioning eliminates this problem by “virtually” allocating a large 

capacity to each element, but physically assigning just the amount required at 

the moment. As the capacity need increases, additional storage will be 

automatically drawn from the storage pool. Storage utilization will greatly 
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improve and users will remain free from monitoring and adding storage capacity 

manually. 

Uploading/Downloading Files 

 Upload files to your NAS system or download files to your local folders. 

Go to Explorer 

 

Uploading a File Select the folder/directory to which the file will be uploaded. 

 

Click Upload at the bottom of the Directory window and select the file you wish 

to upload. 

 

Click Upload. 

 

The new file will appear in the list. 

 

Downloading a File Select the file you wish to download. 
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Click Download. 

 

Creating a Sharing Setting 

 Configure the sharing setting for this folder. Change the share name, add a 

description, add users and grant access rights, and configure file sharing 

services. 

Note At least one shared volume must be present. 

Go to Explorer 

 

Step 1: Selecting 

the Folder 

In the directory tree, select a volume or folder you want to share. 

 

Click Share at the bottom. A window prompt will appear. Enter the name of this 

share and a description. 
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Step 2: Selecting 

the Users/Groups 

To add a user/group that has access right to this share, click the Add button in 

the Access Rights pane. A new window prompt will appear. 

 

To add a user or group, highlight it and use the Left/Right arrow icon to move it 

to the right pane (unselected) or left pane (selected). 
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To search for a user or group, type the name into the search box. Matching 

users or groups will automatically appear. To run the search again, click the 

 icon. 

 

Configure the type of access allowed to this user: Check Allow or Forbid for 

each item. 

 

Step 3: Selecting 

the File Protocol 

Select the type of the share in the Share pane. 
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Click OK to complete the configuration. The new share will appear in the list. 

 CIFS/FTP CIFS (Common Internet File System) enables access to 

files stored on fileservers across an IP network in 

Windows OS environments. 

You can authenticate access through either Windows 

Domain (for users with Windows Active Directory (AD)) or 

Windows Workgroup. 

File Transfer Protocol is a standard network protocol used 

to exchange and manipulate files over a TCP/IP based 

network. 

 NFS NFS (Network File System) is a standard file transfer 

protocol for Unix/Linux networks, which allows users to 

access network files in a manner similar to accessing local 

files. 

 AFP AFP (Apple Filing Protocol) is the standard file transfer 

protocol for Mac OS X and Appleshare servers. 

(For NFS) 

Configuring the File 

Protocol 

In the Share pane, click Setting. 
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You need to add a subnet setting. Select the file transaction mode, Read-Write 

or Read-Only, and click Add. A new window will appear. 

Enter the IP address and subnet mask and click Verify. The subnet information 

will appear. 

 

Click OK. The new subnet setting will be added to the list. 

 

 Read-Only Allows the user to read. 

 Read-Write Allows the user to read and write. 
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 Root Privileges Allows the user to access the root folder. 
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Managing Your Data through Desktop File Explorer 

 Manage files (add, delete, share, upload, and download) through the familiar file 

explorer environment in your desktop. 

You may also manage your data and configure system settings through 

the Explorer in the web interface. See the next section for details. 

Prerequisites Make sure you have the following information at your hand. If not, you may log 

into the web interface to retrieve them. 

 IP address of your NAS system (Web interface: Configuration > Network > 

Basic Settings menu) 

 Username and password of your account (Web interface: Account > User 

menu) 

 Host name of your NAS system (Web interface: Configuration > System > 

Host Name menu) 

Windows OS 1. Right-click on the Start button and select “Explore.” The Explorer window will 

open. 

 

2. Enter the IP address of the NAS as in \\xxx.xxx.xxx.xxx. 

 

3. Or you may press the Windows + r key and enter the same information in the 

command window. 

 

file://///xxx.xxx.xxx.xxx.
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4. The login prompt will appear. Enter the username and password in the 

following format: 

 Username: username 

 Password: password 

5. For example, if the username is “guest” and the password is “guest,” you will 

enter the login account as shown. 

 

6. Click OK. 

7. You will be able to view and access the shared folders for your account. You 

may upload and download data just as you do in Explorer. 

 

Mac OS 1. From the desktop, select the Go > Connect to Server menu. 

 

 

2. In the Server Address corner, enter “afp://” followed by the NAS system’s IP 

address. Example: afp://192.168.5.3 

3. Click Connect. Use the login account to access your data. 

Linux 1. Login as the root user. 

2. Enter this command: mount –t nfs “NAS IP address”:/”Network 

Share”/”Directory” 

3. The command example is as follows. 

mount –t nfs 192.168.5.3:/guest/mnt/guest 

IP address: 192.168.5.3 

Network share: guest 

Directory: mnt/guest 
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4. Use the login account to access your data. 
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Accessing Major Functions with Shortcut Icons 

Steps Click the Shortcut icon at the top right corner. 

 

Shortcuts to major functions will appear. 

 

 Here are the corresponding menus to the shortcuts. 

Configuration 

Shortcuts 

 

Configuration > Network 

 

 

Configuration > Service > Share 
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Configuration > Service > Misc > Anti-Virus 

Storage Shortcuts 

 

Storage > Pool > Create  

 

 

Storage > Volume > Create iSCSI 

Share Shortcuts 

 

Folder > Share > Add 

Users Shortcuts 

 

Account > User > Add 

 

 

Account > Group > Add 

 

 

Account > User > Import 

Backup Shortcuts 

 

Backup > Snapshot > Add 

 

 

Backup > Pool Mirror > Add 

 

 

Backup > Remote Replication > Add 
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Monitoring System Status 

 Monitor your NAS’s performance and system status. View the profiles of the 

components that constitute the NAS hardware. 

Go to Status 

 

System Info View the profiles of hardware components: CPU, memory, and LAN card. 

Dashboard Monitor the performance of hardware components and file services/protocols in 

real time. 
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Viewing System Information 

 View the profiles of hardware components: CPU, memory, and LAN card. 

Go to Status > System Info 

 

Device Information View the hardware model, software version, and service ID. You may also view 

the identical information in the Links > About NAS menu accessible from the 

Home Page. 

CPU View the CPU configurations. To monitor CPU usage, go to the Status > 

Dashboard menu. Each controller has its own CPU. 

 

Memory View the memory configurations. To monitor memory usage, go to the Status > 

Dashboard menu. Each controller has its own memory module. 

 

Network View the LAN interface configurations: IP address, subnet mask, and MAC 

address. To edit these parameters, go to the Configuration > Basic Settings 

menu. 

Each controller has its own set of address, subnet mask, and MAC address. 

 The upper row: Controller A 

 The lower row: Controller B 
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Viewing System Resource Usage 

 Monitor the performance of hardware components and file services/protocols in 

real time. 

Go to Status > Dashboard 

 

Controller A/B Each controller’s parameters are measured separately and shown in colored 

graphs. By default, results for both controllers are displayed. 

 

Use the checkbox to select parameters. In the example below, only results for 

Controller A are shown. 

 

Hardware 

Parameters 

Monitor the usage of hardware components: CPU, network bandwidth, internal 

memory, and disk drives. 
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 CPU Shows the current CPU usage. 

 Network Shows the network traffic measured against the 

theoretical maximum bandwidth. 

 Memory Shows the memory usage for the whole system (Total) 

and the OS. 

 Disk Shows the drive-side activities against the drive bus 

bandwidth. 

Software 

Parameters 

Monitor the performance of software services (protocols): number connections, 

number of users, and the amount of transactions. 

To configure each protocol, go to the Configuration > Service menu. 
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 CIFS Shows the number of connections based on CIFS

（Common Internet File System) protocol. 

 NFS Shows the amount of shared volumes based on NFS

（Network File Sharing) protocol. 

 FTP Shows the number of users logged on via FTP (File 

Transfer Protocol). 
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 NDMP Shows backup and recovery network transaction based 

on on NDMP (Network Data Management Protocol). 

 Volume Shows the read/write transaction based on target 

volume-based data. 
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Configuring the System 

 Change the parameters of your NAS system through the comprehensive 

Configuration menu. Activate network and file protocols to enable file sharing 

and network access. Configure network parameters to specify your NAS 

system’s location on the net. And last but not least, receive system events at 

your email address or through an SNMP trap. 

Go to Configuration 

 

Service Activate and configure network services (protocols) for sharing access to files 

and directories in your NAS system. 

System Configure basic system settings including host name, time, language, and 

administrator password. 

Network Activate and configure LAN protocols including IP address, DNS server, and 

gateway. 

Peripheral Manage external devices connected to your NAS system such as printers, 

USB/eSATA drives, and UPS devices. Configure system indicators including 

buzzer and LED. 

Notification Receive notifications of important system events in your email inbox or via 

SNMP traps. A list of all system events can be viewed in the Maintenance > Log 

menu. 

Fibre Channel View the list of Fibre Channel ports to which Fibre Channel target volumes will 

be mapped. 
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This feature is available for hardware models with Fibre Channel ports. 
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Configuring Services 

 Activate and configure network services (protocols) for sharing access to files 

and directories in your NAS system. 

Go to Configuration > Service 

 

Share Activate and configure file service protocols for sharing access to your NAS 

system on the network. 

Directory Activate and configure directory protocols to edit directories and system 

configurations of the NAS system over the network. 

Miscellaneous Activate and configure NDMP service for direct system backup and external 

anti-virus engine for data protection. 
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Configuring Share Services 

 Activate and configure file service protocols for sharing access to your NAS 

system on the network. 

Go to Configuration > Service > Share 

 

 CIFS  CIFS or Common Internet File System is a protocol developed 

by Microsoft for enabling access to files stored on fileservers 

across an IP network. CIFS evolves from Microsoft’s Server 

Message Block (SMB). You can authenticate access through 

either Windows Domain (for users with Windows Active 

Directory (AD)) or Windows Workgroup. 

 FTP File Transfer Protocol is a standard network protocol used to 

exchange and manipulate files over a TCP/IP based network. 

 NFS NFS (Network File System) is a standard file transfer protocol 

for Unix/Linux networks, which allows users to access network 

files in a manner similar to accessing local files. 

 AFP The AFP (Apple Filing Protocol) is the standard file transfer 

protocol for Mac OS X and Appleshare servers. 

 iSCSI Activate and configure iSCSI target service, which seamlessly 

integrates your NAS system into existing iSCSI networks 

without complicated configurations. iSCSI data will be directly 

carried over the network from the host to your NAS system. 

Your NAS system will become part of the iSCSI ecosystem to 

extend the existing network storage capacity or add a backup 

solution. 

 Fibre Activate and configure fibre channel target service, which 

seamlessly integrates your NAS system into existing fibre 

channel networks without complicated configurations. 



 

57 

Menu Status  Online: The service has been enabled. 

 Disabled: The service has been disabled. 

 Maintenance: The service has been temporarily disabled 

(likely due to inappropriate configurations). 

Enable a service before configuring it. 

  Clicking this icon enables or disables the service. 

  Clicking this icon restarts the service. 

 Edit Edits parameters of the highlighted service. 

 Start 

All/Stop All 

Enables or disables all services at once. 

Configuring the CIFS Service 

 CIFS or Common Internet File System is a protocol developed by Microsoft for 

enabling access to files stored on fileservers across an IP network. CIFS 

evolves from Microsoft’s Server Message Block (SMB). You can authenticate 

access through either Windows Domain (for users with Windows Active 

Directory (AD)) or Windows Workgroup. 

Go to Configuration > Service > Share 

 

Steps Click to highlight CIFS in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 
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Click Edit. The configuration window will appear. 

 

Enter the Windows Domain name or Windows Workgroup name and click 

Apply. 

 Windows Domain If you have access to Active Directory (AD) service and 

provide file access to domain users, join Windows 

Domain. 

This option will be enabled when your NAS system 

is connected with an AD service. 

 Windows 

Workgroup 

If you do not have access to Active Directory (AD) 

service, you may join a Windows workgroup instead. The 

parameter is the name of the workgroup. 

Configuring the FTP Service 

 File Transfer Protocol is a standard network protocol used to exchange and 

manipulate files over a TCP/IP based network. 

Go to Configuration > Service > Share 

 

Steps Click to highlight FTP in the list. 
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The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. 

 

Enter the parameters. 

 Listen Port Specifies the port number on which the user will request 

the server to initiate data connection. Do not change the 

default setting unless necessary. 

 Maximum Time of 

Failed Logins 

Specifies the maximum number of failed attempts to login 

to the FTP server to ensure security. Zero (0) means 

unlimited number of attempts. 

 Maximum Number 

of Sessions 

Specifies the maximum number of concurrent FTP 

connections. Zero (0) means unlimited number of 

connections. 

About the FTP 

Protocol 

The FTP (File Transfer Protocol) provides secure file transaction over the 

Internet based on a client-server architecture. Compared with the commonly 

used HTTP (HyperText Transfer Protocol) on which a majority of data 

transactions on the Internet is based, FTP provides the following advantages: 

 Suitable for large data transactions such as multimedia files 

 Access authority management 

 Easy file sharing 

On the other hand, setting up an FTP server on a computer has been 

considered a professional task due to its complexity. Installing an FTP server in 

Windows OS, for example, involves additional software installation. In addition, 

the computer has to be active 24/7 in order to fully function as a “server.” Most 

consumer-oriented computers are not designed for this usage. 
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NAS systems solve this dilemma by providing an integrated FTP server function 

with simple configurations. In addition, as a network attached storage device, 

NAS system guarantee the always-on connectivity required for a server. 

Accessing NAS 

through FTP 

Service 

Open a browser and type in the FTP (IP) address as in ftp://xxx.xxx.xxx.xxx. 

 

Enter the admin username and password. The shared volume can be 

accessed. 

 

An FTP client software (such as Filezilla or SmartFTP) can be used for 

advanced configurations. 

Configuring the NFS Service 

 NFS (Network File System) is a standard file transfer protocol for Unix/Linux 

networks, which allows users to access network files in a manner similar to 

accessing local files. 

Go to Configuration > Service > Share 

 

Steps Click to highlight NFS in the list and enable it (= make sure its status is Online). 

The NFS service does not contain configurable parameters. 

ftp://xxx.xxx.xxx.xxx/
http://filezilla-project.org/
http://www.smartftp.com/
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The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Configuring the AFP Service 

 The AFP (Apple Filing Protocol) is the standard file transfer protocol for Mac OS 

X and Appleshare servers. 

Go to Configuration > Service > Share 

 

Steps Click to highlight AFP in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. 
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Parameters File Server Name Specify the server name (the default setting is the name 

of your NAS system). 

 Login Message Specifies a custom message that appears on login. 

 Options Specifies the degree of control granted to the users. 

 Allow guest login: Allows guest access to the AFP 

server. 

 Allow transmitting password in clear text: Allows clear 

text passwords as opposed to encrypted passwords. 

Using Apple Time Machine with NAS 

 Time Machine is a backup utility available in Mac OS X 10.5 (Leopard) or later. 

Time Machine creates differential copies of the most recent states of data in a 

manner similar to the Snapshot & Rollback features in the Backup menu. 

To backup data, Time Machine first copies the entire content of the Mac OS 

primary hard drive into an external storage device, and then adds differential 

copies of updated data according to scheduled timings. When corrupted data is 

found, users can roll back the data to a previous state by specifying the point in 

time. Individual files as well as the whole system can be restored. 

NAS has a built-in support for AFP (Apple File Protocol), the standard file 

system for Mac OS X, enabling smooth integration with Time Machine. You can 
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use your NAS system as a network attached storage device for Time Machine. 

Step 1: Preparing 

the Environment 

The following devices should be connected to the same network. 

 A Mac computer with Mac OS X 10.5 or later 

 An NAS system with at least one virtual pool 

Step 2: Configuring 

the AFP Service on 

Your NAS System 

Configure the AFP settings as mentioned above. Activate (check) two options: 

Allowing guest login and Transmitting all passwords in clear text. 

 

Step 3: Creating a 

User Account 

Go to the Account > User menu to create a user account for AFP (Apple File 

Protocol) access and Time Machine usage. If you already have an account you 

can use it. 

Step 3: Selecting 

Folder to be 

Backed Up 

Go to the Folder menu to create a new shared folder for the aforementioned 

user account. 

 Make sure AFP (Apple File Protocol) has been checked in the Share corner. 

 Enable all access rights for the target user, but disable all access rights for all 

other users. 

Step 4: Configuring 

the Virtual File 

System on Mac 

On your Mac, select the Go > Connect to Server menu to connect to the shared 

folder you have created. 
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Enter the IP address and click the Connect button to connect with the server. 

 

Enter the username and password for the shared folder. 

 

Locate the shared folder you have created and click the OK button. 
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The shared volume will appear in your Mac OS. 

 

Step 5: Configuring 

Time Machine on 

Mac 

Open System Preferences and activate Time Machine from the System row. 

 

 

The Time Machine utility will appear. Click the Select Disk button to select the 

place to store your data. 



 

66 

 

Your user account should appear as a remote disk in the list. Select it and then 

click the Use Backup Disk button. 

 

Enter the username and password you have configured in your NAS system. 

 

Time Machine will start backing up data into your user account (remote backup 

disk). 
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Your Mac’s data will be saved in your NAS system from now on. To configure 

the backup schedule and other parameters, refer to Apple’s Support Page. 

Configuring the iSCSI Service 

 Activate and configure iSCSI target service, which seamlessly integrates your 

NAS system into existing iSCSI networks without complicated configurations. 

iSCSI data will be directly carried over the network from the host to your NAS 

system. Your NAS system will become part of the iSCSI ecosystem to extend 

the existing network storage capacity or add a backup solution. 

For configuring iSCSI service in Linux systems, read the next section. 

Go to Configuration > Service > Share 

 

Required 

Environment for 

iSCSI Target 

Service 

The following devices should be connected to the same network. 

 A host computer with Windows Server 2003 or 2008 (initiator) 

Windows Server 2008: default included; download not necessary. 

Windows Server 2003: download the initiator program here. 

 An NAS (target) system with at least one virtual pool 

Step 1: Acquiring 

the IQN (for CHAP 

Authentication) 

If you wish to use CHAP authentication in iSCSI service, you must acquire the 

IQN (iSCSI Qualified Name). 

Make sure Microsoft iSCSI Initiator has been installed in your host computer. 

http://support.apple.com/kb/HT1427
http://technet.microsoft.com/en-us/library/ee338480%28WS.10%29.aspx
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Go to Start > Administrator Tools to open the iSCSI Initiator Properties window. 

Copy the Initiator Node Name in the General tab which will become the initiator 

iqn. 

 

Step 2: Configuring 

iSCSI Service 

Go to the Explorer menu and select a storage pool. Click Create iSCSI and set 

up an iSCSI target volume. For details on parameters, see the description for 

the Explorer > Create iSCSI menu. 

 

Step 3: Discovering 

the Target NAS 

1. In your computer, enter the iSCSI Initiator program and select the Discovery 

tab. Click the Discover Portal button. 

 

2. Add the IP address of the target NAS and click the OK button. 
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3. You should see the target added to the Target Portals window. 

 

Step 4: Connecting 

the Target NAS 

System 

1. Go to the Targets tab of the iSCSI Initiator Properties window. Start 

connecting the targets by selecting the target and clicking on Connect. 

 

2. If CHAP is enabled on the target, click on Advanced to configure CHAP 

settings. (If CHAP is not enabled, you can move on to the next step.) 
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3. Click the Advanced button and configure the parameters. 

 

4. If you have checked CHAP, configure the CHAP authentication corner too. 

 

 Local adapter Select iSCSI Initiator. 

 Source IP Select the IP address of the host computer. 
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 Target Portal Select the IP address of the NAS system. 

 (Optional) CHAP Logon 

Information 

Click Enable CHAP log on checkbox and enter the 

iSCSI target name and secret. 

Step 5: Initializing 

and Formatting the 

Target Volume 

Go to Start > Administrative Tools to open Server Manager. Choose Disk 

Management under Storage in the left-hand menu. When entering the Disk 

Management menu, Windows will automatically show the Initialize Disk window 

to help you start initializing. Click OK to start. 

 

After initialization, right-click on the target volume to start formatting the disk. 

Select New Simple Volume from the menu. 
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Follow the instructions in the Wizard. You need to: 

 Specify the volume size 

 Assign a drive letter 

 Format the partition 

Press Finish to complete the new simple volume setting. 

 

Windows will start formatting the drive. After formatting has finished, you can 

start using the new drive in your Windows OS environment. 
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Configuring the iSCSI Service (Linux) 

 Follow these instructions to use iSCSI service in Linux. 

System 

Requirements 

You need to have a Linux system based on SuSE or Red Hat Linux. 

Verifying the IQN 

Number (for CHAP 

Authentication) 

NAS only supports the Open-iSCSI initiator, which can be downloaded from the 

following link: http://www.open-iscsi.org. After you download the software, you 

can refer to the directions here to install this software. 

Use the following command to verify the initiator’s IQN number if you wish to 

use CHAP authentication: 

#cat /etc/iscsi/initiatorname.iscsi 

InitiatorName=iqn.2005-03.org.open.iscsi:749e99a14166 

Step 1: Starting 

Open-iSCSI 

Software Initiator 

1. If initiator CHAP has already been configured on the NAS system, stop the 

iSCSI service in the Linux OS: 

#/etc/init.d/open-iscsi stop 

2. Configure the run levels for iSCSI service, enabling automatic start-up on 

reboot and shutdown: 

 RedHat: #chkconfig --level 345 open-iscsi on 

 SuSE: #chkconfig -s open-iscsi 345 

       #chkconfig -s open-iscsi on 

3. Start the iSCSI service: 

#/etc/init.d/open-iscsi start 

Step 2: Connecting 

to the Target 

1. To discover targets on the NAS system, enter the command given below. 

(Replace the IP address with your NAS system’s address) 

#iscsiadm -m discovery -t sendtargets -p 172.18.8.146:3260 

The command will return a list of available targets. 

172.18.8.146:3260,1 

iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 

http://www.open-iscsi.org/docs/README
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2. Use the commands given below to configure CHAP settings for the target. 

(Skip these commands if CHAP is not enabled on the iSCSI target volume.) 

#iscsiadm -m node -T iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 -p 

172.18.8.146 --op update -n node.session.auth.authmethod -v CHAP 

#iscsiadm -m node -T iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 -p 

172.18.8.146 --op update -n node.session.auth.username -v test 

#iscsiadm -m node -T iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 -p 

172.18.8.146 --op update -n node.session.auth.password -v 

123456123456 

3. If you wish to automatically restore iSCSI connection with the target every 

time the OS is rebooted, use the following command: 

#iscsiadm -m node -T iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 -p 

172.18.8.146 --op update -n node.startup -v automatic 

4. To connect to the target, use the following command: 

#iscsiadm -m node -T iqn.2002.10.com.xxx:NAS.pool-1.iscsi-vol1 -p 

172.18.8.146:3260 -l 

Step 3: Creating a 

Disk 

1. A new drive can be found in the directory /dev after you have successfully 

connected to the iSCSI target. To identify the iSCSI drive, use the following 

command: 

# ls -l /dev/disk/by-path/ 

You should receive a response something like: 

total 0 

lrwxrwxrwx 1 root root 9 Nov 3 20:10 

ip-172.18.8.146:3260-iscsi-iqn.2002.10.com.xxx:NAS.pool-1.iscsi-v

ol1 -> ../../sdb 

lrwxrwxrwx 1 root root 9 Nov 3 16:02 ide-0:0 -> ../../hda 

lrwxrwxrwx 1 root root 10 Nov 3 16:02 ide-0:0-part1 -> ../../hda1 

lrwxrwxrwx 1 root root 10 Nov 3 16:02 ide-0:0-part2 -> ../../hda2 

lrwxrwxrwx 1 root root 9 Nov 3 16:02 ide-0:1 -> ../../hdb 
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2. The iSCSI drive is mapped to /dev/sdb. To create a partition on the new disk, 

please use the following command: 

#fdisk /dev/sdb 

3. In this newly created partition, a file system can be created using the 

following command. Ext3 is used as the example here: 

#/sbin/mkfs.ext3 /dev/sdb 

4. After formatting has finished, you can start using the new drive in your Linux 

OS environment. 

Configuring the Fibre Channel Service 

 Activate and configure Fibre Channel target service, which seamlessly 

integrates your NAS system into existing Fibre Channel networks without 

complicated configurations. 

The Fibre Channel service is available only for models with Fibre ports. 

Go to Configuration > Service > Share 

 

Steps Click to highlight Fibre Channel in the list and click Enable to enable the service. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 
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To learn more about configuring Fibre target volumes, go to the Storage > 

Volume menu. 
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Configuring Directory Services 

 Activate and configure directory protocols to edit directories and system 

configurations of the NAS system over the network. 

Go to Configuration > Service > Directory 

 

LDAP The Lightweight Directory Access Protocol (LDAP) is the standard application 

protocol for querying and modifying data of directory services implemented in 

Internet Protocol (IP) networks. 

NIS The NIS (Network Information Service) protocol supports distributing system 

configuration data in Unix/Solaris environment. 

Parameters Status  Online: The service has been enabled. 

 Offline: The service has been disabled. 

 Maintenance: The service is temporarily disabled 

(likely due to inappropriate configurations). 

Enable a file service before configuring it. 

  Clicking this icon enables or disables the service. 

 Edit Edits parameters of the highlighted service. 

 Stop all Disables all services at once. 

Configuring the LDAP Service 

 The Lightweight Directory Access Protocol (LDAP) is the standard application 

protocol for querying and modifying data of directory services implemented in 

Internet Protocol (IP) networks. 
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LDAP and NIS service are mutually exclusive. If you enable one, you need 

to disable the other. 

Go to Configuration > Service > Directory 

 

Steps Click to highlight LDAP in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. Enter the parameters. 

 

Reboot the NAS system so that the LDAP service will be effective. 

 LDAP Server IP 

Address 

Specifies the IP address of the LDAP server (Directory 

System Agent). 

 Domain Name Specifies the LDAP server’s domain. 

 LDAP Server Port Specifies the TCP port of the LDAP server. The default is 

389. 

 Proxy User 

Name/Password 

Specifies the Proxy user account to log on to an LDAP 

server account. 
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Using Microsoft Active Directory (AD) with NAS: Part 1 of 3 

 The NAS systems are compatible with Microsoft AD for the following versions of 

Windows OS: 

 Windows Server 2003, 2003 R2 

 Windows Server 2008, 2008 R2 

 Windows Server 2012 

The procedures are separated in three sections. 

 Section 1: Preparing the environment (this section) 

 Section 2: Configuring the AD Server 

 Section 3: Configuring the NAS system 

About Microsoft AD Microsoft Active Directory (AD) in Windows Server environments is a directory 

service designed for data management and resource distribution on network 

environments. Microsoft AD allows storing and sharing data, configuring storage 

parameters, and managing account information from a central location. 

Joining your NAS system to Microsoft AD brings the following benefits: 

Simplified account management 

The same Microsoft AD account name and password can be used for your NAS 

system; there is no need to manage separate sets of account information any 

more. 

Consolidated access control 

Read/write rights to shared directories on the network can be controlled from 

your NAS system. 

Enhanced security 

Your NAS system can also benefit from the enhanced data protection protocol 

integrated in Microsoft AD. 

Step 1: Confirm the 

NAS software 

version 

The procedure described in this application note is applicable to software 

version 1.2.46 or later. To check the software version and update it (if 

necessary), follow these steps. 



 

80 

Go to Maintenance > System > Software Update. 

 

Check the software version in the Currently Installed Software Package corner. 

 If the version is 1.2.46 or later, jump to the next section and continue from 

there. 

 If the version is older than 1.2.46, update the software to the latest version 

following these steps. 

5. Obtain the latest software file from your vendor and store it in your computer. 

6. Click the Browse button to select the downloaded software file. 

 

7. Click the Upload to NAS button to upload the software file into your NAS 

system. The upload progress will appear. 

8. When uploading the software has been completed (a message will appear), 

the new software package information will appear in the screen. 

9. Click the Install button to install the software file. The NAS system will reboot 

after the new version is installed. 

10. Close the browser, open it, and log into the NAS system again (it might take 

several minutes before the NAS system gets back online.) 

Step 2: Take an 

NAS system 

snapshot 

This snapshot image will be of use in case the NAS system encounters errors 

during user import. 

Go to Maintenance > System > System Snapshot. 
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Click on Take Snapshot. Enter a snapshot name and add a description. 

 

Click on OK. 

 

After creation, the snapshot can be found in the system snapshot list. 
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In the event this system snapshot has to be used (system recovery), this 

recovery will require a short amount of downtime in the form of an NAS system 

reboot. Make sure to properly plan this recovery so that the reboot downtime 

does not interfere with business applications. For more information about 

system recovery, please refer to later steps. 

Step 3: Time 

Setting 

The NAS and AD server should be synchronized, with a time difference of no 

more than 5 minutes. To check the date/time settings of the NAS, go to 

Configuration > System > Date/Time in the NAS GUI. 

Step 4: Conduct a 

Test Run 

Prepare a test AD server to conduct a practice run before doing the 

configurations on the operational AD server. In this way, users can ensure that 

the configurations highlighted in this document work in their specific 

environments and avoid any damage from unexpected errors that may occur 

when doing these configurations for the first time. 

 This AD server should include all user accounts. 

 This AD server will be the target server for NAS. 

Using Microsoft Active Directory (AD) with NAS: Part 2 of 3 

Step 1. Open DNS 

Manager 

(Windows Server 2003/2008) Go to Start > Administrative Tools > DNS. 
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(Windows Server 2012) Open DNS Manager by going to Tools > DNS. 

 

Step 2. Check the 

forward lookup 

zone 

The DNS Manager will appear. Locate the DNS server and expand the tree in 

the sidebar. 
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Check the AD server IP settings in the Forward Lookup Zones. In this example, 

the IP address is 172.18.4.164. 

 

 Start of Authority (SOA): Make sure this item is included in the list. 

 Name Server (NS): Make sure this item is included in the list. 

 Host (A): The IP address must match that of the AD server. 

Step 3. Add a 

reverse lookup 

zone 

Add a zone in Reverse Lookup Zones by right-clicking and selecting New Zone, 

as shown below. 

 

The New Zone Wizard will appear. Click Next to proceed. 
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Select the following options and click Next: 

 Primary zone 

 Store the zone in Active Directory 

 

Select the following option and click Next: 

 To all domain controllers in this domain 
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(For Windows Server 2008/2012) Select the following option and click Next: 

 IPv4 Reverse Lookup Zone 

 

Enter the first three portions of the server’s IP address as the Network ID and 

click Next. 
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Select the following option and click Next: 

 Allow only secure dynamic updates 

 

The reverse lookup zone will appear in the DNS Manager. Confirm the settings 

on the screen. 
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 Start of Authority (SOA): Make sure this item is included in the list. 

 Name Server (NS): Make sure this item is included in the list. 

Step 4. Create a 

host record in the 

reverse lookup 

zone 

Right-click on the newly created reverse lookup zone and select Other New 

Records. 

 

Select the following option and click Create Record: 

 Host (A or AAAA): Windows Server 2008/2012 

 Host (A): Windows Server 2003 
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Enter the IP address of the AD server and check “Update associated pointer 

(PTR) record.” Click OK. 



 

90 

 

Restart the AD server, and then check that the reverse lookup zone setting has 

been updated. 

 

 Start of Authority (SOA): Make sure this item is included in the list. 

 Name Server (NS): Make sure this item is included in the list. 

 Host (A): The IP address must match that of the AD server. 

 Pointer (PTR): The Data column should show the IP address of the AD 
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server. 

Using Microsoft Active Directory (AD) with NAS: Part 3 of 3 

Step 1. Configuring 

AD User Account 

Settings 

Make sure that the AD user accounts meet the following criteria: 

 

 AD user logon name needs to be the same as the full name. 

 The user logon name can not include the following invalid characters: 

/\[]:;|=,+*?<>@” 

Step 2. Adding AD 

server to NAS 

In the NAS GUI, go to Configuration > Network > DNS and click on Add in the 

DNS Server section. Enter the Windows AD server’s IP address and click on 

OK. 

 

Confirm that the DNS server has been added. 
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Go to Configuration > Service > Share and make sure that the CIFS service has 

been enabled (Online). If it has been disabled, click the  icon to enable it. 

 

Go to Configuration > Service > Directory, select the LDAP service and click on 

Edit. Configure the settings and click OK after finishing the settings. 

 

 LDAP Server IP Address / Domain Name: Enter either the IP address or 

the domain name of the AD server to specify it. Example: (IP Address) 

172.18.4.164 (Domain Name): test.com 

 LDAP Server Port: Specifies the server port. This parameter will be 

assigned automatically according to the IP address. 

 Proxy Username: Enter the AD server admin username. 
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 Proxy User Password: Enter the AD server admin password. 

When LDAP configuration is successful, the AD has been added to the NAS 

system. 

 

Go to Configuration > Network > DNS to check the DNS Suffix setting and 

confirm the Windows domain name. It should appear automatically if the LDAP 

configuration has been done correctly. 

 

Go to Configuration > Service > Share to check CIFS settings and confirm the 

Windows domain name. It should appear automatically if the LDAP 

configuration has been done correctly. 
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Step 3. Importing 

Users from AD 

Server 

Go to Account > User and click on Import. 

 

Ensure the AD users are imported from the AD server. 

 

Step 4. Allowing 

Users to Access 

Folders 

Go to Explorer in the NAS GUI and select the folder to be shared. Click on 

Share. 

 



 

95 

Add users that will have permission to access this folder by clicking on Add. 

Make sure that the CIFS/FTP/SFTP share protocol has been checked. 

 

To add users and/or groups, move them to the right-side boxes using the arrow 

signs. 

 

After configuring the share settings, click OK button to apply the modifications. 
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After that, go back to Windows Server and verify whether the share folder 

access rights are the same as on the NAS system. To do so, find the relevant 

network disk, right-click and select Properties. The share folder access settings 

can be found in the Security tab. 

Appendix 1: NAS 

System Recovery 

Procedure 

If the system encounters errors during import, recover (rollback) the system as 

follows using the system snapshot image mentioned above. 

Go to Maintenance > System > System Snapshot. Select the snapshot image 

for recovery and click on Rollback. 

 

Appendix 2: 

Troubleshooting 

If joining Windows AD fails after configuring everything, check the following 

items again to make sure the configurations are correct. 

 NAS DNS Server IP Address 

It should be the same as the the Windows AD server’s IP address. 

 The Time Difference between NAS and Windows AD Server 

It should be less than 5 minutes. 

Configuring the NIS Service 

 The NIS (Network Information Service) protocol supports distributing system 

configuration data in Unix/Solaris environment. 

NIS and LDAP service are mutually exclusive. If you enable one, you need 

to disable the other. 
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Go to Configuration > Service > Directory 

 

Steps Click to highlight NIS in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. Enter the parameters. 

 

 Server Domain Specifies the domain name for the NIS master server 

and all of its clients. 

 Server IP Specifies the IP address of the NIS master server. 
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Configuring Miscellaneous Services 

 Activate and configure NDMP service for direct system backup and external 

anti-virus engine for data protection. 

Go to Configuration > Service > Miscellaneous 

 

Anti-Virus NAS allows an external engine to scan virus through the ICAP (Internet Content 

Adaptation Protocol). Two scanning engines are supported: Symantec and 

TrendMicro. 

NDMP NDMP (Network Data Management Protocol) allows users to move data directly 

from a NAS system to backup systems without going through a network server. 

Network loading can thereby be reduced, and consequently the impact on the 

system's performance will not be as pronounced as without NDMP. 

Parameters Status  Online: The service has been enabled. 

 Offline: The service has been disabled. 

 Maintenance: The service is temporarily disabled 

(likely due to inappropriate configurations). 

Before configuring a file service, you must enable it. 

  Clicking this icon enables or disables the service. 

 Edit Edits parameters of the highlighted service. 

 Stop all Disables all services at once. 

Configuring Anti-Virus Engines 

 NAS allows an external engine to scan virus through the ICAP (Internet Content 
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Adaptation Protocol). Two scanning engines are supported: Symantec and 

TrendMicro. 

Note You can also specify the type of files to be scanned: This allows you to narrow 

the scope of scanning to reduce the amount of system resource spent on 

scanning. 

Go to Configuration > Service > Miscellaneous 

 

Steps Click to highlight Anti-Virus in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. 

Enter the scan policy parameters. 
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 Scan Server Specifies the IP address of a scan engine. NAS Pro can 

communicate with scan engines installed with anti-virus 

software supporting the ICAP protocol. 

 Port Specifies the connection port used for the scan engine. 

 Maximum File Size Limits the size of scanned files. 

 When Exceeding 

Max File Size 

Allows or denies files whose size exceeds the limit set in 

the Maximum File Size parameter. 

 File Type Specifies the type of files to be scanned. 

 “+” indicates including a specific file type in scanning. 

 “+*” indicates including all types of files. 

 “-” indicates excluding a specific file type in scanning. 

 “-*” indicates excluding all types of files. 

Examples 

 “+exe” indicates including executable files. 

 “–jpg” indicates excluding jpeg files. 

 “+*,-exe” indicates including all types of files except 

for executable files. 

 “jpg,-*” indicates excluding all types of riles except for 

JPEG files. 

For detailed rules, refer to this document. 

Configuring the NDMP Service 

 NDMP (Network Data Management Protocol) allows users to move data directly 

from a NAS system to backup systems without going through a network server. 

Network loading can thereby be reduced, and consequently the impact on the 

system's performance will not be as pronounced as without NDMP. 

Go to Configuration > Service > Miscellaneous 

http://blogs.oracle.com/timthomas/entry/configuring_the_opensolaris_virus_scan
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Steps Click to highlight NDMP in the list. 

 

The upper status refers to Controller A and the lower status refers to 

Controller B. When manually enabling or disabling the service, both 

controllers will be enabled or disabled at once. 

Click Edit. The configuration window will appear. 

 

 Enable DAR Enables DAR (Direct Access Recovery), which allows 

you to quickly restore a single file from a backup data file 

containing millions of files. 

 Ignore File Meta 

Changes 

When enabled, ignores data changes that have occurred 

due to Copy-on-Write backups. 

 NDMP Version Specifies the NDMP revision number. The default is 4. 

 TCP Port Specifies the number of TCP ports leveraged for the 

NDMP service. The default is 10000. 
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 Authentication 

Type 

Specifies the password encryption method: Cleartext or 

Cram-md5. 

 User Name / 

Password 

Specifies the login account. 

 Restart Service Restarts the NDMP service after configuration. 



 

103 

Configuring System Parameters 

 Configure basic system settings including host name, time, language, and 

administrator password. 

Go to Configuration > System 

 

Host Configure basic parameters such as the name of your NAS system and multiple 

login. 

Date/Time Adjust the date and time to your local environment or synchronize the time with 

an NTP (Network Time Protocol) server. 

Language Select your preferred language for the menu and Help file. 

Admin Password Change the administrator password to protect your data and system 

configurations from unauthorized access. 

Changing Basic Host Parameters 

 Configure basic parameters such as the name of your NAS system and multiple 

login. 

Go to Configuration > System > Host 

 

Host Name Assigning a unique name is required when you have multiple identical NAS 
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models connected to the same network. 

Enter the new NAS system name for Controller A and/or B and click OK. 

Each controller has a separate host name. 

 

Multiple Login By default, one user can login a NAS system one at a time. By enabling multiple 

login, the same user may login a NAS system multiple times concurrently. 

Data transactions will be served on first-come, first-served basis. If there 

are conflicts among login sessions, operations might be cancelled and 

failure messages might appear. 

 

Setting the Date and Time 

 Adjust the date and time to your local environment or synchronize the time with 

an NTP (Network Time Protocol) server. 

Go to Configuration > System > Date/Time 

 



 

105 

Steps 

 

 Date Click the calendar icon in the Date corner. 

In the calendar that appears, click the current date and 

click OK. 

 

 Time To change the time, edit the current setting in the Time 

corner. The format is HH:MM:SS. 

 Timezone Select your local timezone from the drop-down menu. 

Synchronizing the 

time with an NTP 

Server 

Optionally, you can keep your NAS system’s time synchronized to an NTP 

(Network Time Protocol) server to eliminate manual adjustment. 

Find the address of the NTP server you want to use. NTP.org has a 

comprehensive list of available servers. 

Click Edit Server in the NTP Server corner. 

 

http://www.ntp.org/
http://support.ntp.org/bin/view/Servers/NTPPoolServers
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In the NTP Server window that appears, click Add. 

Enter the address of the NTP server and click OK. 

 

Confirm the new server in the list and click Close. 

 

Now the NTP server should appear in the drop-down list. Also check 

Periodically Synchronize Clock with NTP Server. 

 

Click Sync to synchronize the time or Edit Server to change the NTP server. 

Click OK. 

Selecting the Language 

 Select your preferred language for the menu and Help file. 

Note Changing the language is also available in the Login screen. 

Go to Configuration > System > Language 

 

Steps Select the new language from the drop-down menu and click OK. 
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Changing the Administrator Password 

 Change the administrator password to protect your data and system 

configurations from unauthorized access. 

Note You cannot change its user name (admin). For configuring other user accounts, 

go to the User > User menu. 

Go to Configuration > System > Admin Password 

 

Steps Enter the new password. The default settings are: 

User name: admin 

Password: admin 
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Configuring Network Parameters 

 Activate and configure LAN protocols including IP address, DNS server, and 

gateway. 

Go to Configuration > Network 

 

Basic Setting Enable and configure the LAN interfaces: Internet protocol (IPV4 or IPV6), IP 

address, subnet mask, and MAC address. 

DNS Configure DNS (Domain Name Server) settings to use Active Directory services 

on your NAS system. 

Route Configure network routing by specifying the destination, netmask, and gateway 

that acts as an entrance to other IP networks. 

Trunking Increase network bandwidth by combining (trunking) two LAN interfaces into 

one, creating a link aggregation configuration. 

Jumbo Frame Improve network throughput by increasing the frame size to reduce the number 

of packets. 

Configuring the IP Address, Netmask, MAC Address 

 Enable and configure the LAN interfaces: Internet protocol (IPV4 or IPV6), IP 

address, subnet mask, and MAC address. 

Go to Configuration > Network > Basic settings 
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Steps 

 

The upper parameters refersto Controller A and the lower parameters refer 

to Controller B. 

Highlight a network interface and click Edit. The network configuration window 

will appear. 

 

Select IPv4 or IPv6 using the checkboxes. 

Then specify the IP address: DHCP or static IP. Consult your system 

administrator regarding the correct IP address assigned to your NAS system. 

Notes  IPV6 does not support CIFS/SMB sharing service. 

 Multiple LAN ports must reside in separate subnet masks. 
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Configuring the DNS Server 

 Configure DNS (Domain Name Server) settings to use Active Directory services 

on your NAS system. 

Note  The DNS server translates domain names into corresponding IP addresses. 

 The DNS suffix is usually your domain name excluding the host part. The 

DNS suffix and NetBios name form the FQDN (Fully Qualified Domain 

Name). 

Go to Configuration > Network > DNS 

 

Overview 

 

 Click Add to enter the DNS server/suffix information. Multiple instances are 

allowed. 
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Configuring the Gateway (Routing) 

 Configure network routing by specifying the destination, netmask, and gateway 

that acts as an entrance to other IP networks. 

Go to Configuration > Network > Routing 

 

Steps 

 

Click Add to add a new gateway (routing) profile. 

 

 Type Specifies the new route setting is either Active 

(dynamic) IP route or Static IP route. 

 Controller Specifies the controller (A or B) to which the routing 

applies. 

 Interface Select the LAN port for which you want to configure 

routing. 
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 Destination / 

Netmask 

The Destination and Netmask address are used to 

specify the destination IP address. 

 Gateway Specifies the address the host uses to transfer IP 

packets to other networks. 

Configuring Trunking 

 Increase network bandwidth by combining (trunking) multiple LAN interfaces 

into one, creating a link aggregation configuration. 

Note  In order to use trunking, at least two LAN ports on your NAS hardware must 

be connected to the network. 

 All data LAN ports support trunking and any combination of two or more LAN 

ports is acceptable. Example: CH0-CH3 (4 ports), CH0/1 or CH3/4 (2 ports). 

You cannot use the management LAN port for trunking. 

Go to Configuration > Network > Trunking 

 

Steps Enable trunking in LAN switches connected to your NAS hardware. 

Click Create. The Create Link Aggregation window will appear. 
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Enter  and select the LACP (Link Aggregation Control Protocol) mode: Active, 

Passive, or Off. 

 Aggregation Name Enter your choice of name for the trunking. 

The name must begin with "aggr," followed by a 

number. The length of the name should not 

exceed six characters. Examples: aggr1, aggr2, 

aggr99 etc. 

 LACP Mode The LACP (Link Aggregation Control Protocol) controls 

bundling of multiple ports. It automatically bundles links 

between two devices by sending LACP packets. 

 In Active mode, LACP frames will always be sent 

along configured links. 

 In Passive mode, one side reacts only when the 

other side initiates transaction. 

 Interface Select the interfaces to be trunked. 

Each interface must reside in a separate subnet 

mask. 



 

114 

Configuring Jumbo Frame 

 Improve network throughput by increasing the frame size to reduce the number 

of packets. 

Note To enable jumbo frames, all network devices connected to your NAS system 

must support jumbo frames as well. The actual transfer rate will be determined 

by the device with the slowest frame size in the network. 

Go to Configuration > Network > Jumbo Frame 

 

Steps You must configure one interface at a time: Select the frame size of an 

interface and click OK, then repeat it for the other interface. 

Highlight the interface and click Edit. Select the frame size. 
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Configuring Hardware Peripherals 

 Manage external devices connected to your NAS system. Configure system 

indicators including buzzer and LED. 

Go to Configuration > Peripheral 

 

Miscellaneous Activate and configure the SNMP trap for the UPS (Uninterruptible Power 

Supply) device connected to your NAS system to protect your data from power 

outages. 

Configuring Miscellaneous Peripherals 

 Activate and configure the SNMP trap for the UPS (Uninterruptible Power 

Supply) device connected to your NAS system to protect your data from power 

outages. 

Note You can mute or disable the buzzer and system fault LED. Note that we 

recommend you to keep the indicators active to prevent critical events being 

unnoticed. 

Go to Configuration > Peripheral > Miscellaneous 

 

Enabling UPS 

Support 

An externally connected UPS (Uninterruptible Power Supply) protects your data 

from power outages. When a power outage occurs, the UPS switches the power 
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supply to its own power source (battery) until the NAS system safely shuts down 

without losing its data. 

Configuring the UPS 

Make sure the following options have been configured in your UPS device. 

The configuration procedure listed here is for your reference only. For the 

latest and detailed information, refer to the user manual of your UPS 

device. 

 Power connection between NAS: 

Make sure the power cable of your NAS system is connected to the UPS. 

 Data connection between NAS 

Make sure the UPS and your NAS are connected by one of the following 

options: 

- Network: If your UPS has network connectivity, you may connect the LAN 

port to the same network as your NAS. When a power outage occurs, the 

NAS system will be triggered via an SNMP trap. 

- USB: NAS accepts USB connectivity between the UPS. Triggering the NAS 

system will occur directly via the USB cable (without the SNMP trap). 

To use the USB connection option, make sure that the NAS system has 

been updated to the latest version of the software. For details, see the 

Maintenance > System > Software Update menu. 

 SNMP trap receiver (for network connection): for specifying the NAS 

system that receive notifications when a power outage occurs 

Configuration Example (APC UPS Network Management Card, when NAS 

and UPS are connected via network): Go to the Administration > Notification 

> SNMP Traps > trap receivers menu. Click Add Trap Receiver and specify 

the NAS system as the receiver by entering the IP address and the host 

name of the NAS system. 

To obtain the host name of the NAS system, check the Configuration > 

System > Basic Host Settings menu. 

 SNMP trap listen port number (for network connection): for specifying 

the trap port number for sending (UPS) and receiving (NAS) trap messages. 

Recommended setting: 162 

Configuration Example (APC UPS Network Management Card): Go to the 
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Logs > Syslog > servers menu. Enter the Syslog port number 

(recommended: 162) in the port setting. 

 Shutdown at low battery level: for initiating device shutdown when the 

battery level becomes lower than the threshold. 

Recommended setting: 5 minutes 

Configuration Example (APC UPS Network Management Card): Enter the 

utility and select the UPS tab. Select the Configuration > Shutdown menu 

from the left sidebar, and set the “Low Battery Duration” period to 5 minutes. 

Configuring the NAS 

11. Make sure that the power cord of your NAS system is connected to the UPS 

and your NAS system and the UPS are connected via the network or a USB 

cable, as mentioned in the previous paragraphs. 

12. Check Enable UPS Support. If the NAS system and the UPS are connected 

via the network, make sure that the SNMP trap listen port (default 162) 

matches that of the UPS. 

 

13. Click Apply to confirm. 

Disabling/Muting 

the Buzzer 

The buzzer sounds when critical system events occur. When you hear the 

buzzer sound, identify the cause from the system event log (Maintenance > 

Log), mute the buzzer, and rectify the issue. 

 Click Mute to mute the buzzer (it will sound again at the next event). 

 Click Disable/Enable to turn off/on the buzzer functionality. 

 

We strongly recommend keeping the buzzer enabled. 
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Turning the Service 

LED On/Off 

The Service LED can be used as an indicator to inform users or service 

personnel that the NAS system needs to be repaired or investigated. 

 

Click Turn On/Off to turn the LED on or off. 

Clearing the 

System Fault LED 

Click Turn Off to clear the system fault LED. Note that it only resets the current 

status and does not disable the LED function. 
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Configuring Event Notifications 

 Receive notifications of important system events in your email inbox or via 

SNMP traps. A list of all system events can be viewed in the Maintenance > Log 

menu. 

Go to Configuration > Notification 

 

SMTP Receive notifications of important system events in your email inbox by 

configuring the SMTP (Simple Mail Transfer Protocol) settings used in common 

email clients. 

SNMP Receive notifications of important system events through SNMP (Simple 

Network Management Protocol) trap. 

Receiving Event Notifications by Emails (SMTP) 

 Receive notifications of important system events in your email inbox by 

configuring the SMTP (Simple Mail Transfer Protocol) settings used in common 

email clients. 

Note In order to use this feature, you need to have an email account using an SMTP 

server for sending emails. 

Go to Configuration > Notification > SMTP 
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Step1: Copying the 

Account 

Information 

Open your email application and obtain the following information. 

 Outgoing mail server (SMTP) address: SMTP Server 

 Login username 

 Login password 

 Email address (used as a sender) 

Select a valid email address that will be used as the receiver. 

Step 2: Configuring 

NAS 

Fill in the parameters (described below). 
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Click Send Test Email to test the settings (you should receive a test notification). 

Parameters SMTP Server Specifies the email server’s address. You may enter 

either the IP address or domain name. 

 IP address example: 192.168.1.18 

 Domain name example: mail.xxx.com.tw 

 SMTP Port Specifies the TCP (Transmission Control Protocol) port 

number for relaying outbound mail to a mail server. 

 If the SMTP Security is set as SSL, the default port 

number will be 465. 

 If the SMTP Security is set as None, the default port 

number will be 25. 
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 SMTP 

User/Password 

Specifies the user name and password to log into the 

SMTP server. 

 SMTP Security Specifies whether to add authentication by enabling SSL. 

 SSL: Communication security will be enhanced with 

Secure Sockets Layer. The default SMTP port 

number will be 465. 

 None: There will be no additional transport layer 

security. The default SMTP port number will be 25. 

 Sender Email 

Address 

Specifies the sender’s email address (must be a valid 

address). 

 Receiver Email 

Address 

Specifies the receiver’s email address. You can enter 

multiple addresses, each separated by a comma. 

 Event Level Specifies the severity level of events. Higher listed items 

are more important. If you select a level, you will also 

receive all messages for lower levels. 

Receiving Event Notifications in SNMP Trap 

 Receive notifications of important system events through SNMP (Simple 

Network Management Protocol) trap. 

Go to Configuration > Notification > SNMP 

 

Steps Check Enable SNMP and fill in the parameters. 
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Parameters SNMP Trap Host Specifies the IP address of the host which receives 

SNMP traps (unsolicited SNMP messages generated 

upon an event). 

The host must be capable of receiving SNMP traps. 

 SNMP Trap Port Specifies the port listening to SNMP traps. The default is 

162. 

 Message Filter Specifies the severity level of events. Higher list items 

are more important. If you select a level, you will also 

receive all messages for lower levels. 

 Enable Enables SNMP event notifications. 
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Viewing Fibre Channel Port Status 

 View the list of Fibre Channel ports to which Fibre Channel target volumes will 

be mapped. 

This feature is available for hardware models with Fibre Channel ports. 

Note  To enable Fibre Channel service, go to Configuration > Service > Share > 

Fibre Channel. 

 To create a Fibre Channel target volume, go to Explorer > Create FC. 

Go to Configuration > Fibre Channel 

 

Steps The list of fibre channel ports will appear. 

 

Click Detail to view the status and parameters of each port. 
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Setting Up Storage Pools and 

Volumes 

 Create and manage virtual pools, the fundamental storage partition on which all 

file transactions will be performed. The virtual pool allows you to form a 

consolidated storage area without the physical limitation of disk drives. Create 

volumes and folders inside a pool to manage your data transactions. 

Note The capacity can be expanded as per necessary by adding more drives (thin 

provisioning), without reformatting or repartitioning. 

Go to Storage 

 

Pool Create and manage virtual storage pools. 

Volume Create volumes to manage your data and share file access with other users. To 

create an iSCSI target volume, select Create iSCSI. 

Disk View the list of hard disk drives installed in your NAS system and their ID, model 

name, size, the storage pool to which they belong, and status. 

SSD View the profiles and status of SSDs (solid state drives) for accelerating I/O 

transactions in your NAS system. 

Overview  
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Parameters Name Shows the name of the virtual pool. 

 Total Space Shows the total capacity of the virtual pool. 

 Used Space Shows the capacity being used. 

 Free Space Shows the capacity available for use. 

 Utilization Shows the percentage of the used capacity against the 

total. 

 Status Shows the status of the virtual pool. 

 ONLINE: The virtual pool has been enabled. 

 OFFLINE: The virtual pool has been disabled. 

 Deduplication 

Ratio 

Shows the status of data deduplication (removing 

duplication and redundancy from data to reduce the 

size). 
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Creating a Virtual Storage Pool 

 Create and manage virtual storage pools. 

Note All disk drives that are currently inserted into your NAS system will be 

automatically used to create the storage pool. 

The maximum number of virtual pool per NAS system is 6. 

Go to Storage > Pool 

 

 

Steps 1. Enter the pool name and choose the RAID level and the owner (the 

controller to which the pool is assigned). Select the member drives from the 

list. 

 

2. Click Next. The ZIL (ZFS Intent Log) configuration option will appear. Check 

the disk if available and necessary, and select the data protection (mirror) if 

required. 
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Only SSD (Solid State Drives) can be used for ZIL. 

3. Click Next. The L2ARC (second level ARC) option will appear. Check the 

disk if available and necessary. 

 

Only SSD (Solid State Drives) can be used for L2ARC. 

4. Click Next. You may choose spare disks that will automatically replace 

member disks in case of errors. 

 

The capacity of a spare disk must be equal to or larger than that of a 

member disk. 

5. View the summary and click Back to modify or OK to confirm. 
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6. The newly created pool will appear in the list. 

 

Parameters Data Protection 

Level 

Select the RAID level to protect your data. 

The available RAID level depends on the number of 

disk drives. 

  RAID level Minimum number of drives 

  RAID 0 2 

  RAID 1 2 

  RAID 5 3 

  RAID 6 4 

  RAID 10 4 

  RAID 50 6 

  RAID 60 8 

  To create RAID 10/50/60 (nested RAID levels), 

follow the procedures in the next section: Creating 

a Pool with Nested RAID Levels. 

 ZIL ZIL (ZFS Intent Log) allows logging into the ZFS file 

system for the Solaris operation system to provide 

improved write time and/or recovery time. ZIL improves 

the write performance by using SSD as a separate log 

device. 

The data mirror option allows ZIL to repair data 

inconsistencies automatically at expense of halving the 
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usable capacity in the SSD. 

To choose this option, your NAS system must be 

equipped with at least one SSD (Solid State Drive). 

 L2ARC L2ARC stands for Level 2 Adaptive Replacement Cache 

and is used to cache data for reading. L2ARC improves 

the read performance by increasing the amount of cache 

to optimize read performance. 

To choose this option, your NAS system must be 

equipped with at least one SSD (Solid State Drive). 

 Number of Drives View the number of disk drives inserted into your NAS 

system. 

 Usable Capacity View the total amount of storage capacity that can be 

used by the storage pool. 

Creating Multiple 

Pools 

You can create multiple pools as long as there are available disks (= disks that 

are not part of a storage pool yet). 

About RAID Levels RAID level defines data protection and disk utilization. The following list shows 

the available RAID levels in NAS systems. 

 RAID 0 Stripes the data (segments sequential data to different 

physical disks) to allow faster data I/O but does not deploy 

data protection features. RAID 0 offers maximum disk 

utilization because no disk area is spared for backup. 

The minimum number of drives for RAID 0 is two (two for 

data). 

 RAID 1 Mirrors ( keeps identical copy) the whole data, therefore only 

half of the disk space is usable because the other half is used 

for backup. RAID 1 offers the least disk utilization but 

maximum data protection. 

The minimum number of drives for RAID 1 is two (one for 

data, one for mirror). 
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 RAID 5 Stripes the data (segments sequential data to different 

physical disks) to allow faster data I/O and offers parity for 

data protection against one disk failure. RAID 5 offers good 

disk utilization (one disk space is reserved for backup). 

The minimum number of drives for RAID 5 is three (two for 

data, one for stripe). 

 RAID 6 Stripes the data (segments sequential data to different 

physical disks) to allow faster data I/O and offers parity for 

data protection against two simultaneous disk failures. RAID 6 

offers good disk utilization (two disk spaces are reserved for 

backup). 

The minimum number of drives for RAID 6 is four (two for 

data, two for stripe). 

 Hybrid Levels Combines the security enhancement feature of RAID 1, 5, 6 

(redundancy) with the performance enhancement feature of 

RAID 0 (striping). The hybrid configurations require more disk 

drives but offer the best of both levels. 

For more details see the next section: Creating a Pool with 

Hybrid RAID Configurations. 

Deleting a Pool To delete a pool, click Delete. 

Make sure you have backed up user data before deleting the pool. 

Assigning the Pool 

to another 

Controller 

By default, a pool is assigned to Controller A. To assign the pool to the other 

controller, click the Assign button. The controller (owner) will change. 

 

Creating a Pool with Hybrid RAID Configurations 

 You may include multiple RAID blocks in a pool to create hybrid RAID 
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configurations for better performance by utilizing data striping across RAID 

blocks. 

Notes  You may combine RAID blocks of any RAID levels in a pool (RAID 0 + 1, 1, + 

1, 1 + 5, 1 + 6…) and the blocks will be striped automatically. 

 Each RAID block will contain its own parity drive. For example, if you 

combine two RAID 5 blocks, each block will retain its own parity drives, 

therefore two drives will be used for parity. If you want to minimize the 

number of parity drives, create one RAID 5/6 block with all drives in the 

beginning. 

About Hybrid RAID 

Levels 

A hybrid RAID level combines the security enhancement feature of RAID 1, 5, 6 

(redundancy) with the performance enhancement feature of RAID 0 (striping), 

offering the best of both worlds. 

Follow these procedures to create a pool with nested RAID levels. The example 

shows how to create a RAID 1 + RAID 1 (1+0) pool. 

Samples of Hybrid 

Configurations 

RAID levels Description Minimum drives 

 RAID 1 + RAID 1 RAID 1 + striping 4 (2+2) 

 RAID 5 + RAID 5 RAID 5 + striping 6 (3+3) 

 RAID 6 + RAID 6 RAID 6 + striping 8 (4+4) 

Steps 1. Go to the Storage > Pool menu. 

 

2. Select the appropriate RAID level (in this example RAID 1), the owner (the 

controller to which the pool is assigned), and check the disk drives that form 

the first RAID block. 
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3. Click OK and select other options (make sure you do not use up drives 

required for the other RAID block). 

4. Check the summary of the first block and click OK. 

 

5. The pool will appear in the list. Click the Expand button. 

 

6. Select the same RAID level (in this example, RAID 1), the owner (the 

controller to which the pool is assigned), and the matching number of disk 

drives and size for the second RAID block. 
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7. Click OK. The pool will be expanded with the second RAID block. 

 

8. Click the Details button to view the pool configuration. You should see two 

mirrored blocks (RAID 0) of identical RAID level (RAID 1/5/6). 

 

Expanding/Editing a Pool 

 Expand the storage pool by adding more member/spare drives and moving to a 

higher RAID level. 
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Note  The capacity of a spare disk must be equal to or larger than that of a 

member disk. 

 ZIL/L2ARC can be configured only with SSDs (Solid State Drives). 

Go to Storage > Pool 

 

Expanding a Pool 1. Add more drives to your NAS system. For details, see the hardware manual. 

2. Select a virtual pool and click Expand. 

 

3. Enter the pool name and choose the RAID level, the owner (the controller to 

which the pool is assigned). Select the member drives from the list. 

 

4. The expanded pool will appear in the list. 
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Adding SSDs/Spare 

Drives to a Pool 

To add spare drives or SSDs for ZIL/L2ARC to an existing pool, follow these 

steps. 

1. Make sure the additional disks are inserted into the hardware. 

2. Select a virtual pool and click Edit. 

 

3. Click Next. The ZIL (ZFS Intent Log) configuration option will appear. Check 

the disk if available and necessary, and select the data protection (mirror) if 

required. 

 

Only SSD (Solid State Drives) can be used for ZIL. 

4. Click Next. The L2ARC (second level ARC) option will appear. Check the 

disk if available and necessary. 

 

Only SSD (Solid State Drives) can be used for L2ARC. 

5. Click Next. You may choose spare disks that will automatically replace 

member disks in case of errors. 
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6. ClickOK. The pool will be updated. To check the update status, click Details 

to view the pool configuration. 

 

Parameters ZIL ZIL (ZFS Intent Log) allows logging into the ZFS file 

system for the Solaris operation system to provide 

improved write time and/or recovery time. ZIL improves 

the write performance by using SSD as a separate log 

device. 

The data mirror option allows ZIL to repair data 

inconsistencies automatically at expense of halving the 

usable capacity in the SSD. 

To choose this option, your NAS system must be 

equipped with at least one SSD (Solid State Drive). 

 L2ARC L2ARC stands for Level 2 Adaptive Replacement Cache 

and is used to cache data for reading. L2ARC improves 

the read performance by increasing the amount of cache 

to optimize read performance. 

To choose this option, your NAS system must be 

equipped with at least one SSD (Solid State Drive). 



 

139 

Viewing and Replacing Member Drives 

 View the status of this pool's member disk drives. Replace disks if any issues 

such as checksum errors are found. 

Go to Storage > Pool 

 

Steps Select a virtual pool and click Details. 

 

The list of member disk drives will appear. The Read/Write/Checksum columns 

shows the number of errors found. 

 

If you want to replace disk drives, highlight the drive and click Replace. Select 

an available drive from the drop-down list and click Replace again. 

The Replace function is used to replace failed member drive of the pool and to 

notify the server to re-build. 

Exporting/Importing Pool Configurations 

 Import and Export functions facilitate moving a set of hard disk drives that form 

a storage pool with user data into another NAS system. 

Export – Import 

Flow 

To export a storage pool into another NAS system, follow these steps. 
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1. Export a storage pool in the source NAS system. 

2. Power off the source NAS system and remove all member hard disk drives 

of the storage pool. 

3. Insert all disk drives into the target NAS system. 

4. Power on the target NAS system and import the storage pool. 

Go to Storage > Pool 

 

Steps: Export Select a storage pool and click Export. The pool will be deleted from the list 

(user data will remain intact). 

Power off the NAS system and remove the storage pool member disk drives 

from the enclosure. 

All shared volumes will be removed. 

Steps: Import Insert disk drives that contain storage pools into your NAS system. 

Click Import. The list of pool settings and their member drive information will 

appear. 

 

To remove the profile, click Delete. To import the profile, click Import. 

The imported profile will appear in the Pool list. 
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Creating an iSCSI Target Volume 

 Create an iSCSI target volume, which enables NAS to be seamlessly integrated 

into existing iSCSI networks without complicated configurations. 

Note To use this feature, first enable the iSCSI service in the Configuration > Service 

> Share menu. 

Go to Storage > Volume 

 

Creating a New 

iSCSI Target 

Volume 

Select a pool and click Create iSCSI. Enter the parameters and click Next Step. 

 

 View the summary of configurations and click Back to modify or OK to complete. 

 

The new iSCSI target volume will appear in the list. 
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 Volume Name Enter the name of the new volume. 

 Size Caps the maximum disk capacity allocated for the virtual 

volume. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Thin Provision / 

Reserved 

Allows the system to allocate actual storage capacity as 

needed. The “Thin-Provisioned” size determines the 

theoretical capacity. The “Reserved” size determines the 

physical capacity available at the beginning. Make sure 

that the reserved size does not exceed the hypothetical 

(thin-provisioned) size. 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of data blocks. 

Deduplication does not change the size of the 

original data. 

 Compression Enables data compression for new data on the volume. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 CHAP If you want to add password protection, check CHAP 

Access (Change-Handshake-Authentication-Protocol) 

and enter the username (CHAP name) and password 

(CHAP secret) of your choice. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 
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When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 

Editing/Deleting a 

Volume 

 To edit the parameters of a volume, select a volume and click Edit. 

You cannot change a shared volume into an iSCSI (vice versa). 

 To remove a volume, select it and click Delete. 

About Thin 

Provisioning 

Thin provisioning refers to a technique that automatically allocates storage 

capacity as required. 

Traditionally, when a virtual pool is initially created, a large amount of physically 

drive capacity is allocated to each storage element to address future needs. 

Two shortcomings exist in this method: (1) the unused capacity tend to become 

wasted, and (2) once the allocated capacity is fully used, expanding it is not 

straightforward. 

Thin provisioning eliminates this problem by “virtually” allocating a large 

capacity to each element, but physically assigning just the amount required at 

the moment. As the capacity need increases, additional storage will be 

automatically drawn from the storage pool. Storage utilization will greatly 

improve and users will remain free from monitoring and adding storage capacity 

manually. 
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Creating a Fibre Channel Target Volume 

 Create a Fibre Channel target volume, which enables NAS to be seamlessly 

integrated into existing Fibre Channel networks without complicated 

configurations. 

Note To use this feature, first enable Fibre service in the Configuration > Service > 

Share menu. 

Go to Storage > Volume 

 

Creating a New FC 

Channel Target 

Volume 

Select a pool and click Create FC. Enter the parameters and click Next Step. 

 

 Map the volume to Fibre Channel ports. 

 

View the summary of configurations and click Back to modify or OK to complete. 
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The new Fibre Channel target volume will appear in the list. 

 Volume Name Enter the name of the new volume. 

 Size Caps the maximum disk capacity allocated for the virtual 

volume. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Thin Provision / 

Reserved 

Allows the system to allocate actual storage capacity as 

needed. The “Thin-Provisioned” size determines the 

theoretical capacity. The “Reserved” size determines the 

physical capacity available at the beginning. Make sure 

that the reserved size does not exceed the hypothetical 

(thin-provisioned) size. 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of files. 

Deduplication does not change the size of the 

original data. 

 Compression Enables data compression for new data on the volume. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 
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original data. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 

When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 

Editing/Deleting a 

Volume 

 To edit the parameters of a volume, select a volume and click Edit. 

You cannot change a shared volume into a fibre channel target (vice 

versa). 

 To remove a volume, select it and click Delete. 

About Thin 

Provisioning 

Thin provisioning refers to a technique that automatically allocates storage 

capacity as required. 

Traditionally, when a virtual pool is initially created, a large amount of physically 

drive capacity is allocated to each storage element to address future needs. 

Two shortcomings exist in this method: (1) the unused capacity tend to become 

wasted, and (2) once the allocated capacity is fully used, expanding it is not 

straightforward. 

Thin provisioning eliminates this problem by “virtually” allocating a large 

capacity to each element, but physically assigning just the amount required at 

the moment. As the capacity need increases, additional storage will be 

automatically drawn from the storage pool. Storage utilization will greatly 

improve and users will remain free from monitoring and adding storage capacity 

manually. 
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Viewing Disk Drive Profiles 

 View the list of hard disk drives installed in your NAS system and their ID, model 

name, size, the storage pool to which they belong, and status. 

Go to Storage > Disk 

 

Steps The list of all hard disk drives inserted in your NAS system will appear. View the 

model name, size, the storage pool they belong, and the status. 
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Viewing SSD (Solid State Drive) Profiles 

 View the profiles and status of SSDs (solid state drives) for accelerating I/O 

transactions in your NAS system. 

Go to Storage > SSD 

 

Steps The list of all SSD drives inserted in your NAS system will appear. View the 

model name, size, the storage pool they belong, and the status. 
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Managing Folders 

 Manage folders inside your NAS system. Create and configure folder sharings. 

Configure folder parameters: quota, deduplication, compression, anti-virus, and 

transaction log. 

Go to Folder 

 

Share Share folders among users and control access to folders. 

Configuration View the list of folders and add, delete, or edit a folder. 
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Sharing a Folder 

 Share folders among users and control access to folders. 

Go to Folder > Share 

 

Steps Click Add to create a folder to be shared and choose how to grant user 

privileges. 

 

Click Options to choose folder options. 

 

 Pool Name Select the pool to which the folder belongs. 

You cannot choose the entire storage pool to be 

shared. 

 Folder Path Enter the folder name. 

 Access Rights Choose who are allowed to access this folder. 

 Quota Quota represents the maximum or minimum disk 

capacity allocated for the folder. 
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The default amount (0 GB) actually means 

“unlimited size.” 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of data blocks. 

Deduplication does not change the size of the 

original data. 

 Antivirus Enables antivirus scanning on the folder. This option will 

be disabled if no antivirus software is found on the 

computer. 

 Compression Enables data compression for new data on the folder. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 Go to the Folder > Share menu and confirm the new share in the list. 

 

 

Customizing the Access Rights 

 Follow these instructions if you have chosen “Customize” when selecting the 

users who can access a shared folder. 
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Step 1: Selecting 

the Folder 

 

Step 2: Selecting 

the Users/Groups 

To add a user/group that has access right to this share, click the Add button in 

the Access Rights pane. A new window prompt will appear. 

 

To add a user or group, highlight it and use the Left/Right arrow icon to move it 

to the right pane (unselected) or left pane (selected). 
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To search for a user or group, type the name into the search box. Matching 

users or groups will automatically appear. To run the search again, click the 

 icon. 

 

Configure the type of access allowed to this user: Check Allow or Forbid for 

each item. 

 

Step 3: Selecting 

the File Protocol 

Select the type of the share in the Share pane. 
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Click OK to complete the configuration. 

 CIFS/FTP CIFS (Common Internet File System) enables access to 

files stored on fileservers across an IP network in 

Windows OS environments. 

You can authenticate access through either Windows 

Domain (for users with Windows Active Directory (AD)) or 

Windows Workgroup. 

File Transfer Protocol is a standard network protocol used 

to exchange and manipulate files over a TCP/IP based 

network. 

 NFS NFS (Network File System) is a standard file transfer 

protocol for Unix/Linux networks, which allows users to 

access network files in a manner similar to accessing local 

files. 

 AFP AFP (Apple Filing Protocol) is the standard file transfer 

protocol for Mac OS X and Appleshare servers. 

(For NFS) 

Configuring the 

NFS File Protocol 

In the Share pane, click Setting. 
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You need to add a subnet setting. Select the file transaction mode, Read-Write 

or Read-Only, and click Add. A new window will appear. 

Enter the IP address and subnet mask and click Verify. The subnet information 

will appear. 

 

Click OK. The new subnet setting will be added to the list. 

 

NFS Parameters Read-Only Allows the user to read. 

 Read-Write Allows the user to read and write. 
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 Root Privileges Allows the user to access the root folder. 
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Configuring a Folder 

 View the list of folders and add, delete, or edit a folder. 

Go to Folder > Configuration 

 

Viewing the List of 

Folders 

The list of existing folders will appear in a list. View their available size, quota, 

and other parameters. 

 To add a new folder, click Add. 

 To edit a folder, click Edit or double-click a folder. 

 To delete a folder, click Delete. 

Before you delete a folder, make sure user data has been backed up or 

removed. 

 

Creating a New 

Folder 

Click Add. Configure the parameters. 

 

The new folder will appear in the list. 
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 Folder Name Enter the name of the new folder. 

 Quota Quota represents the maximum disk capacity allocated 

for the folder. 

The default minimum amount (0 GB) actually 

means “unlimited size.” 

 Deduplication Reduces the amount of space for new data by integrating 

identical copies of data blocks. 

Deduplication does not change the size of the 

original data. 

 Antivirus Enables antivirus scanning on the folder. This option will 

be disabled if no antivirus software is found on the 

computer. 

 Compression Enables data compression for new data on the folder. 

Data compression uses LZJB algorithm, a lossless data 

compression algorithm, which does not consume much 

power compared to other algorithms. 

Compression does not change the size of the 

original data. 

 Disable 

Transaction Log 

NAS supports ZIL (ZIL Intent Log) to check data integrity. 

On data write, NAS by default writes into the transaction 

log in parallel to ensure data integrity. You may disable 

this feature to improve performance at the expense of 

reduced data integrity for each folder/volume. 

When this feature is disabled, we recommend you 

to connect your NAS system to a UPS 

(Uninterrupted Power Supply) unit to ensure stable 

power supply. 
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Setting up User Accounts 

 Create user accounts for accessing shared volumes or files in your network. 

Two levels of user account exist: 

 User: Allows access for individual users with their own username and 

password. 

Administrator is a special user for system configurations and moderation. 

If you need an account for accessing data, create a user for it. 

 Group: Allows combining multiple users into a group, which makes it easier 

for assigning shared volumes and folders for multiple users. 

Go to Account 

 

User Create user accounts for access to shared volumes or files with unique 

username and password. 

Group Combine multiple users into a group, making it easier to assign shared volumes 

and folders. 

Parameters Name Lists the user names. 

 Home Directory Lists the home directory for each user. 

 Superuser Shows if the user has the Superuser privilege or not. 

 Type Lists the user types: All Users, Local Only (default), and 

Network Only. 

 Group Lists the group domain to which the user belongs to. 

 Quota Lists the maximum capacity for the user. 
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 Description Lists the descriptions for the user. 
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Adding a User Account 

 Create user accounts for access to shared volumes or files with unique 

username and password. 

Note  The maximum number of users you can create is 300. 

 The username “admin” is reserved for the administrator, a special user 

account for configuring your NAS system, rather than sharing folders and 

files. 

Go to Account > User 

 

Steps Click Add. The Add User window will appear. 

 

If you enable creating the home directory and click the Options button, you can 

set additional parameters. 

 

Enter the parameters and click Next. 

Select the folders to be shared with this user and click OK. To create a shared 

folder, go to the Share > Share menu. 
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The new user will appear in the list. 

 

Parameters User Name Specifies the new user name. No spaces are allowed. 

 Password Enter the password for this user account. 

 Group Specifies the group to which this user belongs. 

 Description Shows a description for this user. 

 Home Directory Creates a home directory (volume) for this user. When 

you check the box, the home directory path will 

automatically appear. 

 Options You may configure parameters for the home directory. 

For details, see the Folder > Configuration menu. 

Editing/Deleting a 

User Account 

 To edit a user account, click Edit. 

 To remove an existing user, click Delete. 

The user’s home directory will also be deleted. 

Importing User Accounts (Profiles) 

 Import user accounts from other services such as Microsoft AD (Active 

Directory). 

Note To use this feature, LDAP service must be enabled beforehand. Go to the 
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Configuration > Directory > LDAP menu. 

Go to Account > User 

 

Steps To import user profiles, click the Import button at the bottom of the Users 

window. Select users to be imported. 
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Combining User Accounts into a Group 

 Combine multiple users into a group, making it easier to assign shared volumes 

and folders. 

Go to Account > Group 

 

Steps 

 

Click Create. A new window will appear. 

Enter the group name and select the group members from the User List in the 

left pane. Use the arrow icon to move member users into the Group member 

area (right pane). 

 

Click OK. The new group will appear in the list. 
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Backing up Your Data 

 Save user data to a safe location through various backup options. You may 

save data inside your NAS system (Snapshot) or onto a network device (Pool 

Mirror and Remote Replication). 

Plan all regular backup jobs ahead through a comprehensive scheduling menu. 

Go to Backup 

 

Snapshot Create differential copies of your data and quickly recover (rollback) to a specific 

point in time if necessary. 

Pool Mirror Mirror your data to another NAS system on the network to keep an identical 

copy of all your data. 

Remote Replication Backup your data to an online device with the industry-standard rsync protocol. 

Schedule Schedule your backup tasks. You can create a one-time or repeat backup 

schedule. 

Using Shortcuts You can reach major backup tasks from the Home Page from the Backup Data 

link. 

 

Shortcuts to the following four backup tasks are available. 

 Snapshot 

 Remote Replication 
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 Pool Mirror 
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Working with Snapshot Backup 

 Create differential copies of your data and quickly recover (rollback) to a specific 

point in time if necessary. 

Go to Backup > Snapshot 

 

 There are two ways to take a snapshot. 

Adding a Snapshot Click Add and select the source directories/volumes. 

 

You cannot select an entire storage pool. If you want to backup a storage 

pool, choose the Pool Mirror backup. 

 Backup Source Choose the folders (except for an entire storage pool). 

 Schedule your backup task. 

 

 Backup Daily A snapshot will be taken once a day at the specified time. 

 Backup Once A snapshot will be taken immediately after you configure 

the settings. No further scheduled snapshots will be 

created. 

 Customize Allows you to configure a more complex schedule. See 

the descriptions below for details. 
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 Click OK. The scheduled snapshot will appear in the list. 

 

Customizing the 

Schedule 

If you have checked the Customize option 

The snapshot schedule setting window will appear. You may optionally add a 

short description of the schedule.  

 

 Description (Optional) Allows you to enter a short description of the 

schedule. 

 Start Time Specifies when the snapshot process will take place. 

 Daily: The snapshot will be taken every day at the 

specified time. 

 Weekly: The snapshot will be taken on a weekly basis 

on the selected (checked) days of the week, at the 

specified time. 

 

 Monthly: The snapshot will be taken on a monthly 

basis on the selected days of the month, at the 

specified time. 

1. Choose the day of the month: 1st – 31st date of the 

month or the 1st – 4th Monday – Friday. 

2. Select the months the snapshots will be taken by 

clicking “Select Month.” By default, all months are 

selected. 
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 Advanced Schedule Settings 

Click Advanced to customize the schedule further. 

 

To set the Start Date and End Date, click in the column and select the data 

from a calendar popup. 

 

The Repeat option allows you to checkbox and configure the duration of the 

backup job. 
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 Every: A snapshot will be taken at the specified interval. 

 Until: Specifies when taking snapshots will complete. If “Time” is selected, 

snapshots will until the specified moment. If “Duration” is selected, 

spapshots will be taken for the specified period of time. 

Click Next. You’ll be asked to specify the prune rule. When the number of 

snapshots (Snapshot Image Count) or the time since the snapshot was taken 

(Expire Time) reaches the specified value, older snapshots will be deleted to 

save space. 

 

View the summary and click Back to modify or OK to confirm. 

 

 Go to the Backup > Schedule menu and confirm the new backup job in the list. 
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Restoring a 

Snapshot Image 

Click a snapshot image to highlight it. 

To rollback the whole data included in this snapshot, click Preview. The 

snapshot management screen will appear. 

 

The folders and files recorded in the snapshot image will appear. 

 

Select the file or folder and, click Rollback. The data will be rolled back to the 

previous state. 

You may also use Download to download files into your local directory. 
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Deleting a 

Snapshot Image 

 To remove a snapshot image, highlight it and click Delete. 

 To delete all snapshot images, click Delete All. 
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Working with Pool Mirror Backup 

 Mirror your data to another NAS system on the network to keep an identical 

copy of all your data. 

Limitations  The target NAS system should have a capacity equal to or larger than the 

source storage pool. 

 There should be no storage pools in the target NAS system. 

 You can mirror your data only to an identical NAS hardware model. 

 The target NAS system must have a different host name from the source. 

Go to Backup > Pool Mirror 

 

Steps Connect the target NAS system on the network and obtain its IP address. 

Select the source and target. 

 

 Backup Source Choose the storage pool to be backed up. 

 Backup Target Enter the location (IP address) of the target NAS.  

Make sure that the storage capacity of the target is 

equal to or greater than that of the source. 

 Schedule your backup job. 
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 Real-time backup Mirroring will occur continuously. Note that while this 

option is the safest of all, it consumes system resources 

and thus might lead to performance degradation. 

 Backup daily at Mirroring will occur on a daily basis at the specified time. 

 Customize Allows you to configure a more complex schedule. See 

the descriptions below for details. 

Customizing the 

Schedule 

If you have checked the Customize option 

The snapshot schedule setting window will appear. You may optionally add a 

short description of the schedule.  

 

 Description (Optional) Allows you to enter a short description of the 

schedule. 

 Start Time Specifies when the snapshot process will take place. 

 Daily: The snapshot will be taken every day at the 

specified time. 

 Weekly: The snapshot will be taken on a weekly basis 

on the selected (checked) days of the week, at the 

specified time. 

 

 Monthly: The snapshot will be taken on a monthly 
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basis on the selected days of the month, at the 

specified time. 

1. Choose the day of the month: 1st – 31st date of the 

month or the 1st – 4th Monday – Friday. 

2. Select the months the snapshots will be taken by 

clicking “Select Month.” By default, all months are 

selected. 

 

 Advanced Schedule Settings 

Click Advanced to customize the schedule further. 

 

To set the Start Date and End Date, click in the column and select the data 

from a calendar popup. 
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The Repeat option allows you to checkbox and configure the duration of the 

backup job. 

 

 Every: A snapshot will be taken at the specified interval. 

 Until: Specifies when taking snapshots will complete. If “Time” is selected, 

snapshots will until the specified moment. If “Duration” is selected, 

spapshots will be taken for the specified period of time. 

Click Next to view the summary of your backup job. Click Back to modify or OK 

to confirm. 

 

The new pool mirror task will appear in the list. 
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 Go to the Backup > Schedule menu and confirm the new backup job in the list. 

 

Replacing a Target 

Disk Drive (Editing 

the Pool Mirror 

Setting) 

When there are extra disk drives in the target, you may use them to replace the 

currently configured drives. 

1. Click Edit. The Edit Mirror screen will appear. 

 

2. Highlight the disk drive you want to replace in the Source Disk & Target Disk 

Mapping window (in this example, Slot 2). 

 

3. Select an available disk in the Target window (in this example, Slot 3). 

 

4. Click the left arrow icon to initiate the replacement. 
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5. The disk will be replaced in the Source Disk & Target Disk Mapping Window. 

 

6. Click OK. The disk configuration in the list will be updated. 

 

Deleting Pool 

Mirror Settings 

To delete the setting, click Delete. 

Starting/Stopping 

Pool Mirror 

 To start pool mirror manually, click Start. The progress will appear in the 

“Difference” corner in the list. 

 

 To stop an ongoing pool mirror, click Stop. 
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Working with Remote Replication Backup 

 Backup your data to an online device with the industry-standard rsync protocol. 

About Remote 

Replication 

The Remote Replication function allows creating an identical backup copy of an 

NAS system (source) in a target device located at a physically distant place. 

When system failure occurs, the target can swiftly restore the data and network 

services to the previous state. 

The storage area of the target device (could be another NAS system) must be 

equal to or larger than that of the source NAS system. 

Data replication is carried in asynchronous mode, which updates the data 

periodically in bulk (only the differentials will be copied), thus preserving system 

resource for data transactions. 

Prerequisites The following devices should be connected to the same network. 

 The “source” NAS hardware (where the configuration will occur) 

 The “target” device 

The capacity of the target device must be equal to or larger than the 

source NAS system. 

The target device must be compatible with rsync, an industry standard 

application for file synchronization. 

Before configuring remote replication parameters, obtain the following 

information of the target device. 

 IP address 

 Login user name 

 Password 

Go to Backup > Remote Replication 

 

http://rsync.samba.org/
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Steps Select the source directories/volumes. 

 

You cannot select an entire storage pool. If you want to backup a storage 

pool, choose the Pool Mirror. 

 Backup Source Choose the folders (except for an entire storage pool). 

 Specify the target storage device. 

 

 Backup Target Enter the IP address, login account, and the folder of the 

target storage device on the network. The storage device 

must be compatible with rsync software. 

 Choose to enable or disable data encryption during the replication process to 

add extra layer of protection. 

 

 Schedule your backup job. 

 

 Backup daily at Replication will occur on a daily basis at the specified 

time. 



 

181 

 Backup weekly at Replication will occur on a weekly basis at the specified 

date and time. 

 Customize Allows you to configure a more complex schedule. See 

the descriptions below for details. 

Customizing the 

Schedule 

If you have checked the Customize option 

The snapshot schedule setting window will appear. You may optionally add a 

short description of the schedule.  

 

 Description (Optional) Allows you to enter a short description of the 

schedule. 

 Start Time Specifies when the snapshot process will take place. 

 Daily: The snapshot will be taken every day at the 

specified time. 

 Weekly: The snapshot will be taken on a weekly basis 

on the selected (checked) days of the week, at the 

specified time. 

 

 Monthly: The snapshot will be taken on a monthly 

basis on the selected days of the month, at the 

specified time. 

1. Choose the day of the month: 1st – 31st date of the 

month or the 1st – 4th Monday – Friday. 

2. Select the months the snapshots will be taken by 

clicking “Select Month.” By default, all months are 

selected. 
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 Advanced Schedule Settings 

Click Advanced to customize the schedule further. 

 

To set the Start Date and End Date, click in the column and select the data 

from a calendar popup. 

 

The Repeat option allows you to checkbox and configure the duration of the 

backup job. 
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 Every: A snapshot will be taken at the specified interval. 

 Until: Specifies when taking snapshots will complete. If “Time” is selected, 

snapshots will until the specified moment. If “Duration” is selected, 

spapshots will be taken for the specified period of time. 

Click Next to view the summary of your backup job. Click Back to modify or OK 

to confirm. 

More parameters are available from the Edit menu. See the instructions 

below. 

 

Editing the Pair / 

Configuring 

Options 

To reconfigure parameters and add some options, select a remote replication 

setting and click Edit. The editing window will open. 
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Click Options to configure additional parameters. 

 

To test the current configuration, click the Test button. 

 

Change other parameters if necessary and click OK. 

 Enable Encryption Encrypts data during remote replication for additional 

protection, which is useful for security-oriented 

applications such as enterprise solutions. 

 Compress File Data Reduces the data size using LZJB, a lossless 

compression algorithm. 

 Stop Network File 

Service while 

Replicating 

Provides additional data protection by pausing network 

file transactions (such as Samba, AFP, and FTP) while 

replication tasks are in process. 

 Delete Extra Files 

on Remote 

Destination 

Removes unrelated files in the target directory to create 

room and to clear up clutters. 

 Handle Sparse 

Files Efficiently 

Utilize file allocation effectively by deleting file blocks 

mostly made from zeros. 

Restoring the 

Original State 

If the data of the source NAS system becomes corrupted, you can restore it by 

copying the replicated data in the target device back into the source NAS 

system. To do this, select the remote replication setting in the list and click 

Restore. 

Confirming the 

Replication Result 

If the target device is a Linux server, you may check if the replication worked in 

the following way. Type the following commands: 
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in the Target Server 

(Linux) 
cd\”replication folder location” 

ls –al 

The folder contents will be listed. 

 

Deleting the Pair To remove a remote replication setting, select it and click Delete. 

Manually Executing 

Remote Replication 

Pick a remote replication task from the list and click Execute to start the remote 

replication manually. You may stop the replication by clicking Stop. 
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Scheduling Your Data Backup Tasks 

 Schedule your backup tasks. You can create a one-time or repeat backup 

schedule. 

Note All types of backup except for One-Touch Copy can be scheduled. 

Go to Backup > Schedule 

 

 

Steps Click Add to create a new set of schedule. 

Select Snapshot from the list and click Next. 

 

Each backup task has different scheduling settings. For further details, refer to 

the help instructions for the following menu. 

 Snapshot: Backup > Snapshot 

 Remote Replication: Backup > Remote Replication 

 Mirror: Backup > Pool Mirror 
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Editing/Removing 

the Schedule 

 To modify a schedule, highlight it and click Edit. 

 To delete a schedule, highlight it and click Remove. 

 To disable a schedule, highlight it and click Disable. You can re-enable it by 

clicking Enable. 
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Maintaining the System 

 Backup the system configuration files and perform system software update in 

the System menu. 

Shutdown or reboot your NAS hardware in the System > Shutdown menu. 

View the latest system events in the Log menu. 

Go to Maintenance 

 

System Backup system configurations and update the system software. 

Log Use the event log to view and export the history of system events. You can also 

receive notifications of system events by using the Notification function. 
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Backing up / Shutting down the System 

 Backup system configurations and update the system software. 

Go to Maintenance > System 

 

System Snapshot Create differential backup files of system configurations in a manner similar to 

the snapshot function in the Backup menu. 

Software Update Update the system OS (this web interface) in an instant. No complicated 

installation procedures are required. 

Backup System 

Setting 

Save basic system settings, including network configurations and user 

accounts, to a local file. 

High Availability Power off your NAS system or reboot the system. 

Backing up System Configurations through Snapshot 

 Create differential backup files of system configurations in a manner similar to 

the snapshot function in the Backup menu. 

Go to Maintenance > System > System Snapshot 
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Steps 

 

Click Take Snapshot and enter the name of the snapshot image and a small 

description. Click OK. 

 

The new snapshot image will appear in the list. 

 

Rolling Back the 

Snapshot 

Click a snapshot image to highlight it. 
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Click Rollback. The system will be restored (rolled back) to the previous state. 

The system will reboot following the restoration. 

Editing/Deleting a 

Snapshot Image 

 To edit a snapshot image, highlight it and click Edit. 

 To remove a snapshot image, highlight it and click Delete. 

Updating the Software 

 Update the system OS (this web interface) in an instant. No complicated 

installation procedures are required. 

Go to Maintenance > System > Software Update 

 

Effects on Existing 

System 

Configurations and 

User Data 

Upgrading the software keeps (does not remove or damage): 

 All user data and data snapshots 

 Most system configurations, except whenever noted 

It is strongly recommended to save the current system configurations into a 

local file before upgrading the software version, as instructed in the upgrade 

steps below. 

Step 1: Confirming 

the current version 

and saving system 

configurations 

1. Open the browser and log into the web interface of the HA3969U system. 

2. Go to the Status > System Information menu and check the current software 

version listed in the Device Information corner. 

 

 

3. Go to the Maintenance > System > Backup System Setting menu. 
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4. Click Backup and save the current system configuration file to a local folder. 

 

You may instead take a system snapshot to save the current system 

settings from the Maintenance > System > System Snapshot menu. But 

please be noted that in some updates, the system snapshots might be 

erased altogether. Please refer to the release note attached to each 

software update. 

Step 2: Upgrading 

the software 

1. Go to the Maintenance > System > Software Update menu. 

 

2. Download the latest software version by clicking the link and entering the 

Support website. Go to the Download corner. 

3. Enter the system serial number of your NAS system and download the latest 

software version. 

4. Click the Browse button to select the downloaded software file. 

 

5. Click the Upload to NAS button to upload the software file into your NAS 

system. The upload progress will appear. 

 

6. When uploading the software has been completed (a message will appear), 

the new software package information will appear in the screen. 

http://support.infortrend.com/eonnas/
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7. Click the Install button to install the software file. The NAS system will reboot 

after the new version is installed. 

 

8. Close the browser, open it, and log into the NAS system again (it might take 

several minutes before the NAS system gets back online. 

Step 3: Confirming 

the new version 

and restoring 

system 

configurations 

1. Go to the Status > System Information menu and check the current software 

version listed in the Device Information corner. Confirm that it has been 

updated. 

 

 

2. Go to the Maintenance > > System > Backup System Setting menu. 

 

3. Click Restore and select the previous system configuration file. 
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Backing up/ Restoring System Data 

 Save basic system settings, including network configurations and user 

accounts, to a local file. 

Go to Maintenance > System > Backup System Setting 

 

Backing up System 

Settings 

Click Backup and save the system configuration file to a local folder. 

 

Restoring System 

Settings 

Select a previously stored system settings file and click Restore. 

 

Shutting Down / Rebooting NAS 

 Power off your NAS system or reboot the system. 

Go to Maintenance > System > High Availability 
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Shutting Down or 

Rebooting the 

System 

 

 To restart (reboot) the NAS, click Reboot. 

 To shutdown the NAS, click Shutdown. To restart the NAS, you need to turn 

on the hardware. For details, refer to the hardware manual. 

Wait for 5 minutes until the system restarts, and then refresh the browser. You 

will redirected to the login page. 

Deactivating or 

Shutting Down the 

Controller 

 

 Choose Deactivate to deactivate the controller. 

 Choose Shutdown to shut the controller down. 

Do not deactivate or shut down the primary controller unless you need to. 
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Viewing the Event Log 

 Use the event log to view and export the history of system events. You can also 

receive notifications of system events by using the Notification function. 

Go to Maintenance > Log 

 

 

Viewing Older 

Events 

Viewing Older Events (Previous Pages) 

To view older events, go to the bottom and specify the page number. You may 

also click the  icon to move to the next page (next recent events) or the 

end (oldest events). 

 

Viewing More Events Per Page 

You can choose to view 20, 40, or 80 records per page. 

 

Deleting Older 

Events 

The total number of events stored in the system appears at the bottom. To 

delete older events, click Log Setting at the bottom. 

The Log Setting window will appear. You can limit the amount of events stored 

in the system either by number of logs or days after the event occurred. 
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Updating the Log To update the log to the latest status, click Refresh Log at the bottom. 

Exporting the Log To export the log to a local file, click Export Log at the bottom. The log will be 

saved in text format as “log.txt.” 

To view the log in a formatted manner, open the log.txt in Microsoft Excel or any 

spreadsheet applications. In Excel, select Delimited files (tab or space 

separates each entry) to properly separate each item into an individual cell. 

Viewing Latest 

System Events 

All changes that occur in your NAS system and its components will be recorded 

as system events. The latest events are listed in the Recent Alerts pane in the 

Home page. You may view all past events in the Event Log and receive event 

notifications via SMTP or SNMP protocols. 

 

Severity of Events The severity of events are grouped in three levels. 

 Information events Notifies users of changes that will not affect the security 

of the storage. 

 Warning events Notifies users of changes that might potentially affect 

the security of the storage. 

 Error events Notifies users of changes that must be taken care of 

immediately to protect the storage security. 

Receiving Event 

Notifications 

You may receive event notifications through the following channels. For details, 

go to the Configuration > Notification menu. 

 SMTP (Simple Mail Transfer Protocol): a standard protocol for email 
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notification 

 SNMP (Simple Network Management Protocol): a standard protocol for 

monitoring network devices 

 


